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Observer

What is NetObserver ™?

NetObserver™ is a comprehensive Windows™ based software with the ability to communicate
with up to 240,000 connected devices providing information on device location, status and alert
type. Messages can be displayed for immediate response, location shown on both area and
topographic maps, stored in databases and used to send email messages.
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Why use NetObserver™?

Networks are key to system performance and operation. Networking problems
can render a single device or multiple devices inter-operative. Troubleshooting
networks can be time consuming resulting in excessive network down time.
Often network problems are seen as their connected devices resulting in
perfectly operating network switches and cameras returned to manufactures as
defective. The result is system down time with still unresolved problems.

Many times networks are composed of products from different manufacturers.
Defective claims can often result in a process of “finger pointing” where different
manufacturers blame each other for the resulting problems. The result is wasted
hours on phone calls and unresolved problems.

NetObserver™ can help to resolve these problems by:
Defining the problem
Locating the problem
Helping to quickly fix the problem
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Observer

NetObserver MFeatures

* Setsup user names, passwords, adds, changes user names and
passwords, assigns admin or viewer functions.

* Assigns devices such as switches, and devices connected to individual
switches and transmission points, allows for port and device naming.

Receives and logs errors messages, allows for filtering of messages

+ Connected device test based on IP address, can vary packet size, tests
can be done for single or multiple address; one or multiple times.

Insert maps in various formats, drop & drag library devices to specific
map locations. Device information & operating status is shown on
map.

» Display individual status mapping of devices connected to switch or
headend points or show what an individual device is connected to. All
devices are shown with their operating status.

+  Allows you to select which alarms are registered; customize messaging
and responses.

Programs messages via private or public emails services.

Records messaging from connected devices. Allows for custom sorting
and filtering. Logs can be exported.

»  Allows downloading of all custom settings and recovery

» Click this button to sign out of NetObserver.

NetObserver™ is a feature rich flexible software allowing operators to customize alerts, respons-
es and interactions to locate and fix network problems.

NetObserver ™can operate with any network configuration and with any device with an IP
address.

How does NetObserver™ Communicate?

NetObserver™ uses two communications methods. Devices with SNMP, UDP, TCP and Syslog
can output their messages to NetObserver™.,

Devices without these abilities use NetObserver’s built in test generator which can be custom
configured to continually monitor and report connection status.
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How | would know if a problem exists?
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Mapping

Switches and connected devic-
es can be positioned in maps of
any compatible Windows™
formats displaying on line and
off line status with specific
device information. Product
icons can be customized using
actual product images.
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Clear Map

Delete Map

NetObserver.

NetObserver Topographical
map features easily displays
connected devices to
specific collection areas such
as network switches routers
and other collection points.
Icons will display on line and
off line status with specific
device information.
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Building a library

NetObserver™ provides an extensive library of preprogrammed devices.
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NetObserver.
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Logged in as: admin
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Add Device Type Add Custom lcon to List

NetObserver™ allows you to upload and use custom icons and images with titles. Your maps

can contain icons of the actual product images.
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Discovering what’s on your network

Onvif and UPnP Compatible Devices

NetObserver™ automatically discovers Onvif and UPnP devices populating the Device List.

Device Library

Devices:
Device Mame |P Address. Host Name DHCP Username Password Device Type Manufacturer Model Name Serial Number
Shop PTZ 192.168.2.110 (] PTZ Camer, ¥
SE camera 192168.2.3 O Fixed Came ¥
Office door ca... |192.168.2.4 O Fixed Came ¥
E front camera | 192.168.2.124 O Fixed Came
Sun Rm. camera | 192.168.2.170 U Fixed Came ¥
computer 192.168.2.93 O Computer ¥
Vi30126 192.168.2.133 O Switch v
Computer 1 192.168.2.105 O Computer ¥

Devices without Onvif and UPnP ability

If a device does not have Onvif or UPnP ability users can manually enter connected devices IP
address and custom information.

Device Library

IP Address Host Name DHCP
|

Add Device

Unmanaged devices without an IP address

NetObserver™ also works with devices without IP address. Operators can program icons,
position on maps, program connections and check connections of to these devices.

e

Manage Device Library

Dewice Mame  |P Address HostMName DHCP Dewvice Type Nusniber of Pots.

[Server 19216801 mp - 1

[Wiz0126 192168.0.100 [ Switch N 26

Miz1126 1921680101 [ Switch - 2

e 192168.0,102 [ | swich = §

Switch

BackCarmera | 192168.0.151 [ [ Fieed Comers ~ 1

FrantCamera | 1921680152 | [ O | Fwea camens - 1 [ X

T — — The operator can assign all connected
Fort Number Device Cannected 1 1
. e devices to their sources.

FrantGata

Backate
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Comprehensive Testing

NetObserver™ can be used to test and confirm connections. Multiple devices connected to a

switch or at any network point can be tested. Testing can be programmed to compensate for
cable distances and delays reducing the potential for false readings

Ping Test Generator

ol rive ﬁ
Micsean Pinging 192.158.2.332 with 64 bytes of o
N inging 192.168.2.232 wit 5 at

oot Sitch Fepy from 1921882222 bytes = 64 tine=0Oma T1L=123

e [ERTTEEET Reply Fm 192, 1682222 bites = 54 time=Ome T10= 128
Rephy from 1921682 222 bytes =64 time=0ms TTL=128

19 Length Reply fom 1921682222 bytes =64 time=0ms TTL=128

Reply from 1921622222 bytwes=64 time=0ms TTL=128

Indiviclaal Ping Test for device: Midspan

Add Test Pirg Cnee

Tests

Device Name 1P Addrass Ping Length Pirg Count Int=ral Statur Activef Inactive
Shoep PTE 1921862110 B4 1 6O Connected Activee
Wiz0126 1921682133 ] 1 (24 Failed Active

MWH 192.168.2. 102 B2 1 B0 Connected Activee
Midspar 1921682332 64 1 60 Connected Active

22 port Pok switch 1921682235 =) 1 b0 Connected Actire

Remowve lest

Packet testing ranges to the highest levels of Jumbo frames confirming transmission of high
Megapixel cameras.

Ping Test Generatar

Bl MR
Mids pan
24 port Switch -

Sy 102.165.2.222

Incividual Fing Test for device: Midspan

Pinging 192.168.2.222 with €4 bytes of data:

Reply from 192,168.2.222: bytes=64 time=0ms TTL=128
Reply from 192,168.2.222: bytes=64 time=0ms TTL=128
Reply from 1321682223 bytes=64 tim==0ms TTL=128
Reply from 192.168.2.222: byk=s=6d4 tim==0m= TTL=128
Reply from 182.168.2222; bytes=6d time=0ms TTL=128

Device Mam= IP Adciress Ping L=ngth Pimg Count Intensal Status ActresInactive
Shop PTZ 1221582110 (=} 1 [<a} Connected Active
Wi20126 1321582133 =] 1 Ea Faled Bctive
MVR 1221682102 o4 1 €0 Connecied Active
Midspan 132.168.2.222 B3 1 EQ Connected Active
24 port PoE switch 10215323233 o4 1 €0 Connected Active

Testing can be used to confirm connections or used to continuously monitor connected devices
generating alerts for devices that go off line.

Tests

Device Mame IP A drecs Ping Length Ping Ceunt Interval Statug Active/Inactve
Shep PTZ 1921682110 & 1 L1 Connacted Agtive
Viz0126 1921682122 64 1 &0 Failed Petive

RYR 1921682102 64 1 60 Connected Petive
Mdspmn 192 168.2.222 64 1 B0 Connected Petree

24 port Pok swrich 192/ 168.2235 64 1 B0 Connected Actree

Testing results along with testing conditions are display providing specific testing information.

Ping Tast Ganerator

oo aeinartie
Comsacta v
Consectes fee
Consenies e

Comsentes v
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Mapping Where alerts are happening

Mapping

Sare
mL1eEn1

NetObserver™ accepts any Windows™
compatible map. Device icons can be
positioned at any point on the map.
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IP address, device name port connections
can be obtained by simply clicking on the
device icon. Clicking on switch devices will
display the number of connected devices.

Netwark Topology
Devices

Shop PTT

GreenHauce camera

Katchen door camers

£ front camerz

Sun Rm. camera

1M e e

Wid026

IHCR computer

Liv, R camese

MWWR

Midspan

24 part Swrtch

5 part seitch

24 part Pok switch

Topographical map will show devices
connected to a specific central point such as a
network switch

I [ [E = I3

Network Topelogy
Devices

Show FTZ

GreznHauss camers

Wikehan deer camarna

E. ol camers

Jun Rm, camera

JH computer

Selected devices will show device name, port .7

JHEH compter

connections and number of active ports. T P

IFApdrEs  CO0RRRl
Midspan

28 poxt Switch

DeviceTwoer  Switen

f -
pan owitth Comnected 5
24 perr P switehy Devien

00O E 6

Selecting an individual device will show
its connection to its host.
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Alerts: Knowing what happened, where and why it happened

NetObserver™ screens will
immediately register and note
alerts with the ability for
operators to directly go Alert
management.

Alerts from SNMP, UDP, TCP and
Syslog can be viewed together or
from their individual source using the
NetStat screen.

All alerts including Pings are
recorded to the general log.

Lag Sarting

sorting Configuration

Both NetStat™ and Logs can

) Enable Serting Device: Crder By: Show Messages Betwe=n Dates
be sorted with programmable 0 V[ o] [0 (2] a (oD D)
To-From dates and times to Show Messoges Betren Times:
focus on specific events and e e |
devices.

Sawe Configuration
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Alerts: Knowing what happened, where and why it happened

Email Configuration

o i |
Recipients ===
SNITF Server:
Pory |0 [ ErubieS5L
Ernall Acklress:

Alerts can be programmed to send emails.

Ernail Fassword:

Subject
Body:
T
] Sancl mmal mtification. for sarts
NetObserver testing
B4 jneilson@vigitron.com 7/24/20204302eM [
To Testing@vigitron.com
: ickreply Replyall F d Del =
Email alerts can be sent to Quickresly Repyal formard bete

private and public emails. Ealled Ping Test

Test: Vi30126 Test
IPAddress: 192.168.2.133
Ping Length: 64

Ping Count: 1

Interval: 60 Seconds

Testing 1234567

When viewing Maps during an alert the
icon LED will change from green to red.

L Device Name: Midspan

When using the topographical map and alert will change BEEE o ogge 1021682022
the device icon from green to red. Device Type:  Midspam

Connected 5
Devices:

1KY Y (K ES
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Logs can be

=2 VIGITRON AT

Logesdiin ax: admin

B esport Loy kS
€ = 4 |3 ¢ ThisPC ¢ Porumants v £ Samth Dooments [
| Organce = Hewfokde Er @ | rig et
& Dowrlosk # & Hame - Lo
[T T e—— ; Export logs in .Txt and .CVS
= Picures 4 Cypress F
Dectecmtot || || o Gt o " formats.
Dowrloads Fazzam B foiled Ping Test
) - HyperTemminel Fw
- Sereenhots o
Filg nama: v
Save astype: Tesk File THT] =
Tt File (T fors Failed Pin Te
~ Hide Folders
Bing lengih6d
Ping Coune 1
Intervnt 60} Secords

Aetive Al for triggan WZ01 26 Tost | Aert Deseripticn: Faliod Dimg Tact

Log Sarting

Sorting Configuration

Enablc Serting Device: Qrder Bys Show Mcisoges Bctreon Dates:
O o] [ EahetEret <] [z []] e [0 [

Sort by date and tlme Show Mcssoges Betreen Times:
o : “ | and | - o

Save Configuration

Leg

Dist= Time: Deuice Mame Descrgtion

Clear Logs

Clear Log Filter and
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Observer

NetObserver™ Messag-

Log
Date L Doyice Name Description
8/3/2020 TSET A WestCam1 Warm start
o
8/3/2020 756 AM Server Authentication Failure | MCSSaDC format
‘s Active alert for trigger: Test2 | Alert Description: Message Received: ™

Tripger Name: Test2

832020 755 AM A Format of messages w.h.en
IPAddress Source: 192.168.0.103 elevated to Alert conditions

Message ContentPoE_Off Port 1
Active alert for trigger: Test2 | Alert Description: Messoge Recaived:

Trigger Name: Test2
8/3/2020 T34 AM Cevice Source: Viz5126
IPAddress Source: 192.168.0.103
Message ContentThic message has been generatad by the simulztion feature

- TE event shauld not be used far s:st:m dinEnos's :
r Active alert for trigger: BackCamera Test | Alert Description: Faled Ping Test

Test: BackCamera Test Alerts from Failed Ping Tests
8/3/2000 753 AM IPAddress: 182.168.0.151

Ping Length: &4

Ping Count: 5

Interval: 20 Seconds

Active alert for trigger: Vi31126 Test | Alert Description: Failed Ping Test

Test: Vi31126 Test
8/3/2020 7353 AM |PAddress: 192.168.0.101

Ping Length: 64

Ping Count: 5

Interval: 20 Seconds

Active alert for trigger: Vi30126 Test | Alert Description: Failed Ping Test

Test Vid0126 Test

87372020 733 AM IPAddress: 192.168.0.100
Ping Length: 64
Ping Count: 5
. Interval: 20 Seconds v,

Active alert for trigger: Vi353126 Test | Alert Descripticn: Failed Ping Test

Test: Vi35 124 Test
8/3/2020 753 AM |PAddress: 192,168.0.103
Ping Length: &4

All messages regardless of source will contain the Device Name, Trigger Name, IP Address,
Connection. When the message originates from SNMP, TCP, UDP, TCP or the Syslog, the
message content will depend on the connected device. If Ping test function is use, the message
contains the communications conditions.
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Vigitron Switches — Providing more information

® PoE_On Port xx

* PoE_Off Port xx

® SecurPort: TxRx Disabled Port xx

* EO: Port Overload (ICUT) Event on Port xx

* E1: Port Short Circuit Limit (ILIM) Event on Port xx

* E3: Port Severe Short Circuit Event on Port xx

* E4: Port Thermal Shutdown Event on Port xx

® E5: Port Temperature Limit Event on Port xx

® E6: Main Power Overload Event on Port xx

® E7: PoE Auto Check Timeout Event on Port xx

* Power Budget: Budget Exceeded, disabled Port xx

* PSE Overload Protection: Disabled Port xx

* Traffic Detected Port xx (Exception: Vi30126,
Vi35126)

* Loss of Traffic Detected Port xx (Exception: Vi30126,
Vi35126)

* Authentication Failure: This message is sent when
Someone tries to login with incorrect information.

* Cold Start: This message is sent when the PoE
Switch is powered up.

® Warm Start: This message is sent when the PoE
Switch is rebooted form the GUI.

B8 uop Moniter — m| *

File  Edit  View Por 514 Lister Ligtening on part 514

Date Time Source Cescrption

034162019 130716 192168.2.244 <61 2015:03-15T13:07:44+00:00 182 168.2 244 eymiog - [202] Logn pasesd for user ‘sdmin’ though WEE from 192.168.2 12 and authentiosted by lacal method

03152019 124708 192 168.2.244 Bx1 2019-03-15T12:41:36+00:00 192 168.2 244 syzing - [ 3026] Lzer ‘admin’ Ingout through WEB from 132 168.2.12

03715213 121824 152166.2.244 <571 2019403-15T12:12:52-00:00 152 168.2 244 syskog - [3026] Link down en port 13

034162019 121504 192168.2.244 <6»1 2015:02-15T12:09:371+00:00 182 168.2 244 eyaiog - [W202€] Logn pasesd for user ‘sdmin’ though WEE from 192.168.2 12 and s thentiosted by lacal method

03152019 1211446 192 168.2.244 <Bx1 2019-03-15T12:09:14+00:00 192 168. 7 244 sy=ing - [ 302€] Bad passward attempt for user "admin’ through WEB from 132 168,218 and authenticatad by local method

03715213 121446 152166.2.244 <671 2019-03-15T12.05:14-00:00 152 166.2 244 sysiog - [Vi3026] Bl password ettempt for user ‘admin' through W/EB from 132 168.2.18 and authericated by bocal method

03716219 121436 192168.2.244 <61 2015:03-15T12:09:03-00:00 182 169.2 244 eyaiog - [V2026] User ‘sdmin' logout through WEB from 192.168.2.13

03152019 127404 1921682244 <Bx1 Z019-03-15T12:08:32+00:00 192 168.2 244 syzing - [Wi3026] Logn passed for uzer admin” thmugh WEE from 192,168 2 18 and athenticated by local method

03715213 121358 132168.2.244 <621 2015-03-15T12.08:26+00:00 132 168.2 244 sysiog - [13026] User Yest' logout through WEB from 132.168.2.18

03A152M3 121150 132160.2.244 <61 2019-03-15T12:06:17-00:00 182 160.2 244 zysiog - [i2026] Login passedfor user test"through WEB from 192.168.2.18 and authenticated by local method

03152019 12:11:32  192168.2.244 «B»1 2015-03-15T12:05:55+00:00 152 168.2 244 eyzlog - [W3026] Ueer ‘admin’ logout through WEB from 132.168.2.18

037152013 120708 152 168.2.244 <41 20190315712 01:35+00:00 132 168.2 244 sysing - [V3026] Link up on pan 17

03715219 120706 192160.2.244 <1 201903-15T12:01:33-00:00 182 160.2 244 sysiog - [M3026] Link down o port 17

03152019 12:0700 192168.2.244 =1 2015-03-15T12:01:28+00:00 152 168.2 244 eyzlog - [W3026] Link up on port 17

03415213 120646 132 168.2.244 <d>1 20190315712 00-14+00:00 132 168.2 244 sysing - [V3026] Link up on pan 13

My computer
Switch model. Can IP Address.
Vi3026 IP Address not be changed.
£ >

Vigitron switches provide a wide amount of status information. They are the perfect switches to
use with NetObserver™
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Saving Configurations

B3 vigitron NetObserver - [m} *
A NetObservers
V I G IT RON Vi30000V1.00
E é Logged in as: admin
|
Save Configuration

S
Load Configuration

B0

Saved configurations can downloaded, re- installed on the same computer or other computers
running NetObserver™ saving programming time
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Closing down

When minimized the NetObserver™ icon will flash when an alert occurs. Click on the icon to
return NetObserver to full screen.

When operating with Windows™ 10 NetObserver
can be run in the background and issue alerts.

The alerts will appear as pop up. Clicking on
NetObserver™ icon will return to full screen.

Attention! *

Attention!

If you close this application, NetObserver will not capture any
incoming network events and any unsaved messages in the
~ Log will be lost. .
Jl‘. Would you like to save the log?
Would you like to keep the application running in the T
background?

No |

If you want to exit NetObserver™ the program will ask you if you want to save your existing log.
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Observer

Complete Network Solutions
For Security Applications

Ethemet & PoE over
o UTP ETHERNET EXTENDERS o MANAGED FIBER SWITCHES  © FIBER MEDIA CONVERTERS

o COAX ETHERNET EXTENDERS o HARDENED POE SWITCHES ~ ® PoE & ETHERNET REPEATERS
® SINGLE PAIR ETHERNET EXTENDERS e MANAGED POE MIDSPANS  * IP67 PRODUCTS
o IANAGED POE SWITCHES ® POE SPLITTERS e HEALTH MONITORING APPS

Full Support for Every Stage of your Project

Pre-Sales:

ERVICES

During-Sales:

Post-Sales:

Ul ‘uonibIA 020z buAdoD o

Phone: (+1) 858 - 484 - 5209 « Email: support@vigitron.com  Website: www.vigitron.com
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