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Copyright

Purpose

Audience

Conventions

Warranty

About This Manual

Copyright © 2024 Vigitron, Inc. All rights reserved. The products and programs described in this user’s manual are
licensed products of Vigitron, Inc. This user’s manual contains proprietary information protected by copyright, and
this user’s manual and all accompanying hardware, software and documentation are copyrighted. No parts of this
user’s manual may be copied, photocopied, reproduced, translated or reduced to any electronic medium or
machine-readable from by any means electronic or mechanical. This also Includes photocopying, recording, or
information storage and retrieval systems, for any purpose other than the purchaser’s personal use, and without
the prior express written permission of Vigitron, Inc.

This guide gives specific information on how to operate and use the management functions of the switch.
The guide is intended for use by network administrators who are responsible for operating and maintaining
network equipment. Consequently, it assumes a basic working knowledge of general switch functions, the Internet

Protocol (IP), and Simple Network Management Protocol (SNMP).

The following conventions are used throughout this guide to show information:

NOTE: Emphasizes important information or calls your attention to related features or
instructions.

WARNING: Alerts you to a potential hazard that could cause personal injury.

CAUTION: Alerts you to a potential hazard that could cause loss of data, or damage the
system or equipment.

> b ©

See the Customer Support/Warranty booklet included with the product. A copy of the specific warranty terms
applicable to Vigitron’s products and replacement parts can be obtained from Vigitron’s Sales and Service Office or
authorized dealer.



Disclaimer

FCC

FCC Caution

Vigitron does not warrant that the hardware will work properly in all environments and applications, and makes no
warranty and representation, either implied or expressed, with respect to the quality, performance,
merchantability, or fitness for a particular purpose. Vigitron disclaims liability for any inaccuracies or omissions
that may have occurred. Information in this user’s manual is subject to change without notice and does not
represent a commitment on the part of Vigitron. Vigitron assumes no responsibility for any inaccuracies that may
be contained in this user’s manual. Vigitron makes no commitment to update or keep current the information in
this user’s manual and reserves the rights to make improvements to this user’s manual and/or to the products
described in this user’s manual, at any time without notice.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications.

To assure continued compliance (example-use only shielded interface cables when connection to computer or
peripheral devices). Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment. This device complies with Part 15 of the FCC Rules.
Operation is subject to the Following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may cause undesired operation.



Compliances and Safety Statements

FCC - Class This equipment has been tested and found to comply with the limits for a Class A computing device pursuant to
Subpart J of part 15 of FCC Rules, which are designed to provide reasonable protection against such interference
when operated in a commercial environment.

This equipment generates, uses, and can radiate radio frequency energy and if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communications. Operation of
this equipment in a residential area is likely to cause harmful interferences in which case the user will be required
to correct the interferences at his own expense.

CE Mark Declaration of

Conformance for EMI and You are cautioned that changes or modifications not expressly approved by the party responsible for compliance

could void your authority to operate the equipment.

Safety (EEC)
You may use unshielded twisted-pair (UTP) for RJ-45 connections - Category 3 or better for 10 Mbps connections,
Category 5 or better for 100 Mbps connections, and Category 5, 5e, or 6 for 1000 Mbps connections. For fiber
optic connections, you may use 50/125- or 62.5/125-micron multimode fiber or 9/125 micron single- mode fiber.
EMC- Compliance This equipment has been tested and found to comply with the protection requirements of European Emission

Standard EN55022/EN61000-3 and the Generic European Immunity Standard EN55024.

EN55022(2006) +A1:2007/CISPR Class A
22:2006+A1:2006 4K V CD, 8KV, AD
1EC61000-4-2 (2001) 3V/m
IEC61000-4-3(2002) 1KV — (power line), 0.5KV — (signal line)
IEC61000-4-4(2004) Line to Line: 1KV, Line to Earth: 2KV
IEC61000-4-5 (2001) 130dBuV(3V) Level 2
1EC61000-4-6 (2003) 1A/m
IEC61000-4-8 (2001) Voltage dips:

>95%, 0.5period, 30%, 25periods
1EC61000-4-11(2001) Voltage interruptions:

>95%, 250periods
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CAUTION: Circuit devices are sensitive to static electricity, which can damage their delicate electronics. Dry
weather conditions or walking across a carpeted floor may cause you to acquire a static electrical charge. To
protect your device, always:

Touch the metal chassis of your computer to ground the static electrical charge before you pick up the circuit
device.

Pick up the device by holding it on the left and right edges only.
If you need to use an outdoor device to connect to this device with a cable, then you need to add an arrester on
the cable between the outdoor device and this device.

Surdner
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Add an arrester between the outdoor device and this switch.

NOTE: The switch is an indoor device. If it will be used in an outdoor environment or connected with an outdoor
device, then a lightning arrester must be used to protect the switch.

WARNING: Self-demolition on this product is strictly prohibited.
Damages caused by self-demolition will be charged for repair fees.

Do not place product outdoor or in a sandstorm.

Before installation, please make sure input power supply and product

Specifications are compatible to each other.

To reduce the risk of electric shock. Disconnect all AC or DC power cords 7and RPS cables to completely remove
power from the unit.

Before importing/exporting configuration, please make sure the

firmware version is always the same. After the firmware upgrade, the switch will remove the configuration
automatically to latest firmware version.




Overview

Introduction

The Vi30208U PoE switch, next generation network solutions, is an affordable managed switch that provides a
reliable infrastructure for your business network. These switches deliver more intelligent features you need to
improve the availability of your critical business applications, protect your sensitive information, and optimize your
network bandwidth to deliver information and applications more effectively. Easy to set up and use, it provides the
ideal combination of affordability and capabilities for entry level networking, including small business or enterprise
application. It also helps you create a more efficient and better- connected workforce.

The Vi30208U is an easy to implement managed Ethernet switch that provides ideal flexibility to design suitable
network infrastructure for business requirement. However, unlike other entry-level switching solutions that
provide advanced managed network capabilities only in the most expensive models, all Vigitron’s series switches
support the advanced security management capabilities and network features to support data, voice, security, and
wireless technologies. These switches are easy to deploy and configure. They provide stable and quality
performance network services your business needs.

The switch performs a wire-speed, non-blocking switching fabric. This allows wire- speed transport of multiple
packets at low latency on all ports simultaneously. The switch also features full-duplex capability on all ports,
which effectively doubles the bandwidth of each connection.

This switch uses store-and-forward technology to ensure maximum data integrity. With this technology, the entire
packet must be received into a buffer and checked for validity before being forwarded. This prevents errors from
being propagated throughout the network.

The switch can also be managed over the network with a web browser or a Telnet application. The switch includes
a built-in network management agent that allows it to be managed in-band by using SNMP or RMON (Groups 1, 2,
3, 9) protocols. It also has an RJ-45 console port connector on the front panel for out-of-band management.
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Description of Hardware

The Vi30208U is a 4 +2+ 2 network switch. 4 UTP ports provide network connects with PoE. 2 UTP ports provide
network connections, and 2 Fiber ports provide network connections. All ports are independent providing the
ability to use both sets of UTP and Fiber as uplinks. All UTP ports are 1G and fiber ports at 1G/2.5G.

The switch contains 6/10 1000BASE-T RJ-45 ports. All RJ-45 ports support automatic MDI/MDI-X operation, auto-
negotiation, and IEEE 802.3x auto-negotiation of flow control, so the optimum data rate, and transmission can be
selected automatically.

Vi30208U supports the Small Form Factor Pluggable (SFP) transceiver slots. The SFP transceiver slots are shared
with RJ-45 port 9 to 10. In the default configuration, if an SFP transceiver (purchased separately) is installed in a
slot and has a valid link on the port, the associated RJ-45 port is disabled.

The following table shows a list of transceiver types that have been tested with the switch. For an updated list of
vendors supplying these transceivers, contact your local dealer. For information on the recommended standards
for fiber optic cabling, see “1000 Mbps Gigabit Ethernet Collision Domain”.

Fiber
Zlc:::iaar q ?;:ggﬁg Wavelength (nm) Maximum Distance*
T000BASE-SX 50/125 850 550 m
62.5/125 850 275 m
T000BASE-LX/ 9/125 1310 10 km
LHX/ XD/ZX 9/125 1550 30.50 km
9/125 1300 10 km
T000BASE-LX N/A TX-1310/RX-1550 20 km
Single Fiber Tx-1550/RX-1310 20 km
T000BASE-T N/A N/A 100 m
100-FX 50/125 850 2 km
62.5/125 1550 15km

Table 1: Supported SFP Transceivers

@ NOTE: Maximum distance may vary for different SFP vendors.

@ NOTE: The Vi01000CH copper SFP will not interface with the Vi30208U.
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Front Panel LED and Port Status

3
O o ) Y e ==

B | e R o o [

Console 7 8

T g 4 s
EEIEIGNT Vi30208 Maax/iNEt” 10-Port PoE Switch
(—

Note on Alarm LEDs

Power LED will indicate if power is on
System LED will be on if the CPU is operational.

The Vi30208U has two alarm LEDs. These LEDs are activity using the Configuration>System> System Log
Configuration. When active the LED will flash even if not connection is present.
In order to extinguish the LED, the Admin must use the Configuration> System >System Log Configuration to

disable the alarm Enable and the individual alarm link channel.

Select Save and after the alarm is extinguished reprogram the alarm.
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The following table details the functions and descriptions of various LED indicators:

Model Name Vi30208U

Ports 6*1G POE Ports 1G RJ45 uplink +2*2.5G SFP uplink
Description of Function Port 1-6: 4 X RJ45 10/100/1000Mbps (PoE)

Slots Port 7-8: 2 X SFP 1000/2500 Mbps (uplink)

PoE Ports 1-6 port, each port supports af/at/bt, max 90W output
LED Indicator Port #1-6:

shows the Links/ACT
Green Shows the PoE
SFP Slot Uplink #7-8:
Green shows the LINK/ACT.
Power: Green
System: Green
Alarm: A1 A2 Red

Alarm Configuration

~ Configuration |
Alarm Output 1 Enable | |
‘Alarm Output 1 Test [
| Alarm Output 2 Enable | |
Alarm Output 2 Test | |

S | ink Alarm Configuration
Port | Alarm 1 Alarm

0~ s W -

The Vi30208U has a display panel for system and port indications that simplify installation and network
troubleshooting. The LEDs are located on left hand side of the front panel for easy viewing. Details are shown
below and described in the following tables.

® ©)]
= = Afarm

Q)
i -
| outl oul?

7 B

S . 1]

CONSOLE

Powsr @
System @
1ne

1ie

Reset Button (Update)
. Reset the Switch
o  Toreboot and get the switch back to the previous configuration settings saved.
. Restore the Switch to Factory Defaults
o  To restore the original factory default settings back to the switch.

@ @© ®

e’
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POWER INPUT

rPWRH r NCW [PWRZW

The Vi 30208U has two DC power inputs, each serving as a backup for the other. The maximum power input for
each is limited to 500W. The power supply used must conform to the IEEE standard, requiring a DC voltage input
between 52-57VDC.

Vigitron suggests three power supplies: Vi10120 (120 watts), Vi10240 (240 watts), and Vi10480 (480 watts). Please
match the required input power to the requirements of your connected devices. The input DC will determine your
available PoE budget and should be entered as part of your PoE setup.

Note on Alarm LEDs

Alarm 1

Alarm 2

For Normally Open contact connect wires to n.o and C (common)
For Normally Closed contact connect wires to n.c. and C (common)

Alarm

TIno ajels uadQ AjjewioN
T1N0 80BLIB1UI 21|gNd
TIN0 91.IS 850]D AJ[ew.IoN
21n0 a1e)s uadQ AjjewaoN
21N032.4I8)UI 21|gNd
ZaN0 a1els 8s0[D AJ[ew.IoN

Outl Out2

Normally open Normally close Normally open Normally close

PORT1 ‘PORTZ PORT3 ‘PORTZ PORT4 ‘PORTS PORT6 ‘PORTS
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Introduction to Switching

Network Planning

A network switch allows simultaneous transmission of multiple packets. It can partition a network more efficiently
than bridges or routers. Therefore, the switch has been recognized as one of the most important devices for
today’s networking technology.

When performance bottlenecks are caused by congestion at the network access point such as file server, the
device can be connected directly to a switched port. By using the full-duplex mode, the bandwidth of the
dedicated segment can be doubled to maximize throughput.

When networks are based on repeater (hub) technology, the distance between end stations is limited by a
maximum hop count. However, a switch can subdivide the network into smaller and more manageable segments
and link them to the larger network. It then turns the hop count back to zero and removes the limitation.

A switch can easily be configured in any Ethernet, Fast Ethernet, or Gigabit Ethernet network to significantly
increase bandwidth while using conventional cabling and network cards.

The Vi30208U has auto MDIX and 2 slots for the removable SFP module which support comprehensive types of
fiber connection, such as LC and BiDi-LC modules. It is not only designed to segment your network, but also to

provide a wide range of options in setting up network connections. Some typical applications are described below.

The switch is suitable for the following applications:

. Remote site application is used in enterprise or SMB.

. Peer-to-peer application is used in two remote offices.

. Office network.

. High-performance requirement environment.

. Advance security for network safety application.

o Suitable for data/voice and video conference applications.

NOTE: Fiber ports are labeled as Ports 7 and 8 and are independent ports with copper posts can be
used independent with any UTP ports
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Application Examples Network Connection between Remote Site and Central Site
This will be replaced with actual product images.

Peer to Peer
IDF to MDF Configuration

Single Headend Configuration



Equipment Checklist

Installing the Switch

Selecting a Site
The switch can be mounted using DIN Rail mounts equipment or operated using the rack mount kit or on a flat
surface. Be sure to follow the guidelines below when choosing a location.

The site should:

. Be at the center of all the devices that you want to link and near a power outlet.

. Be able to maintain its temperature within -30°C to 70C (-30C°F to 158°F) and its humidity within 10% to

90%, non-condensing.

. Be accessible for installing, cabling, and maintaining the devices.

. Allow the status LEDs to be clearly visible.
Make sure the twisted-pair Ethernet cable is always routed away from power lines, radios, transmitters, or any
other electrical interference.
Make sure that Vi30208U is connected to a separate grounded power supply that provides 100 to 240 VAC, 50 to
60 Hz.
Make sure the power supply you are using provides the required power for your connected devices.

Ethernet Cabling

To ensure proper operation when installing the switch into a network, make sure that the current cables are
suitable for 100BASE-TX or 1000BASE-T operation.

Check the following criteria against the current installation of your network:

Cable type: Unshielded twisted pair (UTP) or shielded twisted pair (STP) cable with RJ-45 connectors; Category 5 or
Category 5e with a maximum length of 100 meters is recommended 100BASE-TX, and Category 5e or 6 with a
maximum length of 100 meters is recommended for 1000BASE-T.

Protection from radio frequency interference emissions.

Electrical surge suppression.

Separation of electrical wires and data-based network wiring.

Safe connections with no damaged cables, connectors, or shields.

Rj-45 Connections

g

SFP Transceiver
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DIN Rail Mounting

Desktop Mounting

Package Contents
After unpacking the switch, please check the contents to make sure you have received all of the components. Also,
make sure you have all other necessary installation equipment before beginning the installation process.

. Vi30208U GbE Management Switch
. Din Rail/ wall Adaptor

NOTE: Please notify your sales representative immediately if any of the aforementioned items are
® missing or damaged.

A WARNING: The mini-GBICs are Class 1 laser devices. Avoid direct eye exposure to the beam coming
from the transmit port.

R
| e >
| |

Locate the mounting holds on the rear of the cabinet.

s
rd
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Insert the four tabs as Installing an Optional SFP Transceiver

shown. Secure the Vi30208U

You can install or remove a mini-GBIC SFP from a mini-GBIC slot without having to power off the switch. Use only
to a flat surface.

manufacture mini-GBIC.

NOTE:
. The mini-GBIC slots are shared with the two 10/ 100/ 1000Base-T RJ-45 ports.
If a mini-GBIC is installed in a slot, the associated RJ-45 port is disabled and cannot be used.
. The mini-GBIC ports operate only at full-duplex. Half-duplex operation is not supported.
. Ensure the network cable is NOT connected when you install or remove a mini-GBIC.
CAUTION:

might have compatibility issues and may result in product malfunction. SFPs should conform to the MSA

/\ Use only supported genuine manufacture mini- GBICs with your switch. Non-manufacture mini-GBIC
-I—" standards.

Inserting an SFP Transceiver into a Slot

SFP Slots Support the following SFPs- SFPs must match the Fiber Cable
1000Base-SX GE SFP Fiber Module, LC Multi-Mode 850nm
1000Base-SX GE SFP Fiber Module, LC Multi-Mode 1310nm 2km
1000Base-LX GE SFP Fiber Module, LC Single-Mode 10km

1000Base-LX GE SFP Fiber Module, LC Single-Mode 30km

1000Base-LX GE SFP Fiber Module, LC Single-Mode 50km

1000Base-LX GE SFP Fiber Module, LC Single-Mode 50km

1000Base-LX GE SFP Fiber Module, Bidi LC Single-Mode 10km, 1310nm
1000Base-LX GE SFP Fiber Module, Bidi LC Single-Mode 10km, 1550nm
1000Base-LX GE SFP Fiber Module, Bidi LC Single-Mode 20km, 1550nm
1000Base-LX GE SFP Fiber Module, Bidi LC Single-Mode 20km, 1310nm
100Base-FX FE SFP Fiber Module, LC Multi-Mode, 850nm

100Base-FX FE SFP Fiber Module, LC Single-Mode 20km, 1310nm
2500Base-LX SFP Fiber Module, LC — Single Mode 20Km, 1310nm

Description

CAUTION:
l Differences in manufacturers may result in different performance and reporting statuses.

To Install an SFP Transceiver, Do the Following:
Stepl: Consider the network and cabling requirements to select an appropriate SFP transceiver type.

Step2: Insert the transceiver with the optical connector facing outward and the slot connector facing down. Note
that SFP transceivers are keyed so they can only be installed in one orientation.

Step3: Slide the SFP transceiver into the slot until it clicks into place.

@ Note: SFP transceivers are not provided in the switch package.

The RJ-45 serial port on the switch’s front panel is used to connect to the switch for out-of-band console
configuration. The command-line-driven configuration program can be accessed from a terminal or a PC running a
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Connecting to the Console
Port

Plug in the Console Port

terminal emulation program. The pin assignments used to connect to the serial port are provided in the following

table.
2TXD 5 GND

12345878
g =

RJ-45pin Assignment

ThisRJ-45 connector provides an RS-232 DCE (data communication equipment) asynchironous serisl connection
for local management

| r8 Pin | Rel | Definfion Direction
3 RxD | Receive Data Oultowards DTE
L J [ TxD | Transmit Data InfomDTE
3 RXD | 5 |5 | Signal Ground na

Serial Cable wiring

Switch’s 8-Pin Serial Null Modem PC’s 9-Pin DTE Port
Port

This DBYF to RJ-45 cable provides a connection farthe R5-232_ Thiscableisused between thisdavice andthe senal
port of terminal

to PC COM Fort

Pins o —
9 [ RI15 Ref. Definition Direction

B
2 3 RxD Receive Data | OutthedevicetowardsDTE
3
5

(=2

TxD Transmit Data| In the device from DTE
5 SG Signal Ground| na

The serial port’s configuration requirements are as follows:

. Default Baud Rate: 115,200 bps
. Character Size: 8 Characters

. Parity: None

. Stop Bit: One

o Data Bits: 8

. Flow Control: None
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File Fit weew Cal Tramdem  Help

Dok &3 05 =

Username: admin

Password:

Videz1aus h

Help may be requested at anv point 1 and by entering
a question mark “?'. If nothing natches th help list will
be emply and you must backup until entering a 7' shons the

available eptions,
Tnn styles of help are prouided:
Fnﬁ help is available when pou are ready 1o enter a
:wmd argunent (&g, “show 7°) ond describes each nosnblc

2 Prh.al fielp is provided when an abbreviated argunent is entered
?nd vou mt to. E;o' what arguments match the input
e.g. ‘sl

ViJ0ZTE0N <how 7
and

uthentication, Authorization and Rocounting wethods
access ccess managenent
access-list ceess list : ;
afgrnuutwn Aggregation port configuration
clod& Cmflgure Ilus-of'-dav clock
DHI configurati
doilu lEEE Standard fnr port-hased Network fccess Control
thernet Pratection Suu tehing

erns fthernet Ring Protection Snlchlnn
eve thernet V:rlual Connections

en-ethernat reon Ethernet {Power reduction)

istory isplay the session command history
mlarFaca nierface sl.uhls and configuration
ip nternet Protocol
pac Pul/1PvG nulligest configuration
ipu6 Put confiouration comnands
acp LACP configuration/status
ine TIY line information
ink-oan Li configuration
ldp Display LLOP neighbors information,
logging Systen logging message
loop-protect Loop protection cenfiguration
mac Mac Address Table information

nep Maintenance Entity Point
platforn Platform configuralion

poe . Power Duer Ethernet. T .
por t-securily Porl Security status — Port Securily is a module with no
direct configuration.
privilege Displov command privilege
ProCess
pulan PVLAN cenfiguration
qos Quality of Service
radius-server REDIUS configuration
ring Ring Protection Protocol
Fman FMON statis
running-confia Show running system information
=nap Disnlay SNMP configurations
snip Confioura SHTP
spanning-1res STP Bridge
=wi tchport Dlsplsv swilching mode characieristics
ay=ten
Lacacs server ]EHBS' conf1guration
terminal Disploy terminal configuration porameters
thernal -protect Display thernal Drute:-hon '-tﬂh.ﬁ
user-privilege Users privileoe conﬁg:r
usars Display information about terlmal lines
wercion Syclen hordware and zof lware clalus
wlan 'JIFIN status
voice Voice appliance atbriboles
weehi Heh
Vidaz18us show _
Carmacted (e0234 e dstact 110 E-N-1

Once the console port is accessed the individual CLI commands will be shown
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Making Network Connections

Connecting Network Devices
The switch is designed to be connected to 10, 100, or 1000Mbps network cards in PCs and servers, as well as, to
other switches and hubs. It may also be connected to remote devices using optional SFP transceivers.

Each device requires an unshielded twisted-pair (UTP) cable with RJ-45 connectors at both ends. Use Category or ¢
Se, or 6 cables for 1000BASE-T connections, and Category 5 or better for 100BASE-TX connections.

Cabling Guidelines- UTP Copper Cabling

The RJ-45 ports on the switch support automatic MDI/MDI-X pin-out configuration, so you can use standard
straight-through or cross twisted-pair cables to connect to any other network device (PCs, servers, switches,
routers, or hubs).

See Appendix B for further information on cabling.

CAUTION: Do not plug a phone jack connector into an RJ-45 port. This will damage the switch. Use only
I twisted-pair cables with RJ-45 connectors that conform to FCC standards.

Connecting to PCs, Servers, Hubs and Switches
Step 1: Attach one end of a twisted-pair cable segment to the device’s RJ-45 connector.

Making Twisted-Pair Connections

Step 2: If the device is a network card and the switch is in the wiring closet, attach the other end of the cable
segment to a modular wall outlet that is connected to the wiring closet. See the section “Network Wiring
Connections.” Otherwise, attach the other end to an available port on the switch.

Make sure each twisted pair cable does not exceed 100 meters (328 ft) in length.

NOTE: Avoid using flow control on a port connected to a hub, unless it is actually required to solve a
problem. Otherwise, back pressure jamming signals may degrade overall performance for the segment
attached to the hub.

Step 3: The green LED notes both link and activity. When the link is 1G the LED will be amber.

Network Wiring Connections

Today, the punch-down block is an integral part of many of the newer equipment racks. It is actually part of the
patch panel. Instructions for making connections in the wiring closet with this type of equipment are as follows.

Step 1: Attach one end of a patch cable to an available port on the switch, and the other end to the patch panel.

Step 2: If it’s not already in place, attach one end of a cable segment to the back of the patch panel where the
punch-down block is located and the other end to a modular wall outlet.
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Step 3: Label the cables to simplify future troubleshooting. See “Cable Labeling and Connection Records” on page
29.

Making Fiber Port Connections
An optional Gigabit SFP transceiver can be used as a backbone connection between switches, or as a connection to
a high-speed server.

Each single-mode fiber port requires 9/125 micron single-mode fiber optic cable with an LC connector at both
ends. Each multimode fiber optic port requires 50/125- or 62.5/125-micron multimode fiber optic cabling with an
LC connector at both ends.

eye-safe in normal operation. However, the user should never look directly at a transmit port when it is

E WARNING: This switch uses lasers to transmit signals over a fiber optic cable. The lasers are inherently
powered on.

at a temperature that is not less than the recommended maximum operating temperature of the

E WARNING: Considering safety, when selecting a fiber SFP device, please make sure that it can function
product. You must also use an approved laser SFP transceiver.

Step 1: Remove and keep the LC port’s rubber plug. When it’s not connected to a fiber cable, the rubber plug
should be replaced to protect the optics.

Step 2: Check that the fiber terminators are clean. You can clean the cable plugs by wiping them gently with a
clean tissue or cotton ball moistened with a little ethanol. Dirty fiber terminators on fiber optic cables will impair
the quality of the light transmitted through the cable and lead to degraded performance on the port.

Step 3: Connect one end of the cable to the LC port on the switch and the other end to the LC port on the other
device. Since LC connectors are keyed, the cable can be attached in only one orientation.

Step 4: As a connection is made, check the Link LED on the switch corresponding to the port to be sure that the
connection is valid.

The fiber optic ports operate at 1 Gbps. The maximum length for fiber optic cable operating at Gigabit speed will
depend on the fiber type as listed under “1000 Mbps Gigabit Ethernet Collision Domain” on page 27.

Connectivity Rules

1000Base-T Cable Requirements

When adding hubs to your network, please note that because switches break up the path for connected devices
into separate collision domains, you should not include the switch or connected cabling in your calculations for
cascade length involving other devices.

All Category 5 UTP cables that are used for 100BASE-TX connections should also work for 1000BASE-T, provided
that all four wire pairs are connected. However, it is recommended that for all critical connections, or any new
cable installations,

Category 5e or Category 6 cable should be used. The Category 5e and 6 specifications include test parameters that
are only recommendations for

Category 5. Therefore, the first step in preparing the existing Category 5 cable to run 1000BASE-T is to make sure
that it complies with the IEEE 802.3-2005 standards.

Maximum Cable Length Connector
Category 5, 5e or 6 100-ohm UTP or STP 100.m (328 ft) RJ-45
Fiber Size Fiber Bandwidth Maximum Cable Length Connector
62.5/125-micron 160 MHz/km 220 m (722 ft) LC
multimode fiber 200 MHz/km 275 m (902 ft) LC
50/125-micron 400 MHz/km 500 m (1641 ft) LC
multimode fiber 500 MHz/km 550 m (1805 ft) LC
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Table 6: Maximum 1000BASE-SX Gigabit Fiber Cable Lengths

Fiber Size Fiber Bandwidth Maximum Cable Length Connector
9/125 micron single- N/A 10km (6.2 miles) LC

mode fiber 1310nm

9/125 micron single-  N/A 30km (18.64 miles) LC

mode fiber 1550nm 50km (31.06 miles) LC

Maximum 1000BASE-LX/LHX/XD/ZX Gigabit Fiber Cable Length

Fiber Size Fiber Bandwidth Maximum Cable Length Connector
Single-mode TX- N/A 20km (12.42miles) BIDI
1310nm RX-1550nm LC
Single-mode TX- N/A 20km (12.42miles) BIDI
1550nm RX-1310nm LC

Maximum 1000BASE-LX Single Fiber Gigabit Fiber Cable Length

100 Mbps Fast Ethernet Collision Domain

Maximum Cable Length Connector
100.m (328 ft) RJ-45

Category 5, 5e or
6 100-ohm UTP or STP

Maximum Fast Ethernet Cable Lengths
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Cable Labeling and Connection Records

When planning a network installation, it is essential to label the opposing ends of cables and record where each
cable is connected. This will allow the user to easily locate inter-connected devices, isolate faults, and change the
topology without the need for unnecessary time consumption.

To best manage the physical implementations of your network, follow these guidelines:

. Clearly label the opposing ends of each cable.

. Use your building’s floor plans to draw a map of the locations of all network-connected equipment. For
each piece of equipment, identify the devices to which it is connected.

. Note the length of each cable and the maximum cable length supported by the switch ports.

. For ease of understanding, use a location-based key when assigning prefixes to your cable labeling.

. Use sequential numbers for cables that originate from the same equipment.

. Differentiate between racks by naming accordingly.

. Label each separate piece of equipment.

. Display a copy of your equipment map, including keys to all abbreviations at each equipment rack.
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Basic Troubleshooting Tips

Most problems are caused by the following situations. Check for these items first when starting your
troubleshooting:

Connecting to devices that have a fixed full-duplex configuration.

The RJ-45 ports are configured as “Auto”. When connecting to the attached devices, the switch will operate in one
of two ways to determine the link speed and the communication mode (half-duplex or full duplex):

. If the connected device is also configured to “Auto”, the switch will automatically negotiate both link
speed and communication mode.

. If the connected device has a fixed configuration (e.g. 100Mbps at half or full duplex), the switch will
automatically sense the link speed but will default to a communication mode of half-duplex.

. Because the series Vi30208U behave in this way (in compliance with the IEEE802.3 standard), if a device

connected to the switch has a fixed configuration at full duplex, the device will not connect correctly to
the switch. The result will be high error rates and very inefficient communications between the switch
and the device.

. Make sure all devices connected to the Vi30208U are configured to auto-negotiate or are configured to
connect at half-duplex (e.g. all hubs are configured this way).

. Faulty or lose cables. Look for loose or faulty connections. If they appear to be OK, make sure the
connections are snug. If that does not correct the problem, try a different cable.

. Non-standard cables. Non-standard and mis wired cables may cause network collisions and other

network problems and can seriously impair network performance. Use a new correctly wired cable for
pin-outs and correct cable wiring. A category 5 cable tester is a recommended tool for every 100Base-
TX and 1000Base-T network installation.

. Improper Network Topologies. It is important to make sure you have a valid network topology. If you no
longer experience the problems, the new topology is probably at fault. In addition, you should make
sure that your network topology contains no data path loops.

. Check the port configuration. A port on your switch may not be operating as you expect because it has
been put into a “blocking” state by the Spanning Tree, the GVRP (automatic VLANs), or the LACP
(automatic trunking). Note that the normal operation of the Spanning Tree, GVRP, and LACP features
may put the port into a blocking state. Or the port just may have been configured as
o “Disabled” through software.
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Basic Troubleshooting Chart

Symptom Action

POWER LED is Off o Check connections between the switch, the power cord, and
the wall outlet.

o  Contact your dealer for assistance.

Link LED is Off o Verify that the switch and attached device are powered on.
o Be sure the cable is plugged into the switch and corresponding
device.

o If the switch is installed in a rack, check the

o  connections to the punch-down block and the patch panel.

o  Verify that the proper cable type is used and its length does
not exceed specified limits.

o  Check the adapter on the attached device and cable

o connections for possible defects. Replace the defective
adapter or cable if necessary.

If the power indicator does not turn on when the power cord is plugged in, you may have a problem with the
power outlet, power cord, or internal power supply. However, if the unit powers off after running for a while,
check for loose power connections, power losses, or surges at the power outlet. If you still cannot isolate the
problem, the internal power supply may be defective. Verify that all system components have been properly
installed. If one or more components appear to be malfunctioning (e.g. the power cord or network cabling), test
them in an alternate environment where you are sure that all the other components are functioning properly.

You can access the management agent in the switch from anywhere within the attached network using Telnet, a
web browser. However, you must first configure the switch with a valid IP address, subnet mask, and default
gateway. If you have trouble establishing a link to the management agent, check to see if you have a valid network
connection. Then verify that you’ve entered the correct IP address. Also, be sure the port that you are connecting
to the switch has not been disabled. If it has not been disabled, then check the network cabling that runs between
your remote location and the switch.

IP Addressing: In order to access the Vi30208U’s GUI, your connected computer must be on the same
® network as the switch. As the default IP address is 192.168.0.1, the computer you use can be addressed
as 192.168.0.xxx (any number except (1).
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Power and Cooling Problems

Installation

The Vi30208U can operator under high temperature ranging from -30C to 70C. The unit is not weatherproof and
requires installation in weatherproof housing. Consideration must be given to the potential internal temperature
within the housing that will affect operations. The Vi30208U does provide operation settings which monitor the
switches internal temperature and will affect individual port shutdowns based on the actual settings. It is
recommended these settings not exceed 115C.
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Cables

Twisted-Pair Cable and Pin Assignment

For 10/100BASE-TX connections, the twisted-pair cable must have two pairs of wires. For 1000BASE-T connections,
the twisted-pair cable must have four pairs of wires. Each wire pair is identified by two different colors. For
example, one wire might be green and the other, green with white stripes. Also, an RJ-45 connector must be
attached to both ends of the cable.

CAUTION: DO NOT plug a phone jack connector into any RJ- 45 port. Use only twisted-pair cables with
RJ-45 connectors that conform with FCC standards.

CAUTION: Each wire pair must be attached to the RJ-45
connectors in a specific orientation.

The figure below illustrates how the pins on the RJ-45 connector are numbered. Be sure to hold the connectors in
the same orientation when attaching the wires to the pins.

g
1.

Figure 19: RJ-45 Connector Pin Numbers

10BASE-T/100Base-Tx Pin Assignments

Use unshielded twisted-pair (UTP) or shielded twisted-pair (STP) cable for RJ-45 connections: 100-ohm Category 3
or better cable for 10 Mbps connections, or 100- ohm Category 5 or better cable for 100 Mbps connections. Also,
be sure that the length of any twisted-pair connection does not exceed 100 meters (328 feet).

The RJ-45 ports on the switch base unit support automatic MDI/MDI-X operation, so you can use straight-through
cables for all network connections to PCs or servers, or to other switches or hubs. In straight-through cable, pins 1,
2, 3, and 6, at one end of the cable, are connected straight through to pins 1, 2, 3, and 6 at the other end of the
cable. When using any RJ-45 port on this switch, you can use either a straight-through or crossover cable.

MDI Signal Name MDI-X Signal Name
1 Transmit Data plus (TD+) Receive Data plus (RD+)
2 Transmit Data minus (TD-) Receive Data minus (RD-)
3 Receive Data plus (RD+) Transmit Data plus (TD+)
6 Receive Data minus (RD-) Transmit Data minus (TD-)
4,578 Not used Not used

@ NOTE: The “+” and “-” signs represent the polarity of the wires that make up each wire pair.

EIA/TIA 568B RJ-45 Wiring Standard

Straight-Through Wiring

If the twisted-pair cable is to join two ports and only one of the ports has an internal crossover (MDI-X), the two
pairs of wires must be straight-through (when auto-negotiation is enabled for any RJ-45 port on this switch, you

can use either straight-through or crossover cable to connect to any device type).

You must connect all four wire pairs as shown in the following diagram to support Gigabit Ethernet.
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EIA/TIA 568B RJ-45 Wiring Standard 10/100BASE-TX
Straight-through Cable
Figure 20: Straight-through Wiring

1.
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If the twisted-pair cable is to join two ports and either both ports are labeled with an “X” (MDI-X) or neither port is
labeled with an “X” (MDI), a crossover must be implemented in the wiring (when auto-negotiation is enabled for
any RJ-45 port on this switch, you can use either straight-through or crossover cable to connect to any device
type).

You must connect all four wire pairs as shown in the following diagram to support Gigabit Ethernet
Crossover Wiring

10/100BASE-TX Crossover Cable

Figure 21: Crossover Wiring
1000Base-T Pin Assignments

If your existing Category 5 installation does not meet one of the test parameters for 1000Base-T, there are three
measures that can be applied to try and correct the problem:

Replace any Category 5 patch cables with high-performance Category 5e or Category 6 cables.
Reduce the number of connectors used in the link.
Reconnect some of the connectors in the link.

1000BASE-T MDI and MDI-X Port Pin-Out

All 1000BASE-T ports support automatic MDI/MDI-X operation, so you can use straight-through cables for all
network connections to PCs or servers, or to other switches or hubs.

The table below shows the 1000BASE-T MDI and MDI-X port pin outs. These ports require that all four pairs of
wires be connected. Note that for 1000BASE-T operation, all four pairs of wires are used for both transmit and
receive.

Use 100-ohm Category 5, 5e, or 6 unshielded twisted-pair (UTP) or shielded twisted- pair (STP) cable for 1000BASE-
T connections. Also be sure that the length of any twisted-pair connection does not exceed 100 meters (328 ft).

Pin MDI Signal Name MDI-X Signal Name

1 Bi-directional Pair A Plus (BI_DA+) Bi-directional Pair B Plus (BI_DB+)

2 Bi-directional Pair A Minus (BI_DA-) Bi-directional Pair B Minus (BI_DB-)
3 Bi-directional Pair B Plus (BI_DB+) Bi-directional Pair A Plus (BI_DA+)
4 Bi-directional Pair C Plus (BI_DC+) Bi-directional Pair D Plus (BI_DD+)
5 Bi-directional Pair C Minus (BI_DC-) Bi-directional Pair D Minus (BI_DD-)
6 Bi-directional Pair B Minus (BI_DB-) Bi-directional Pair A Minus (BI_DA-)
7 Bi-directional Pair D Plus (BI_DD+) Bi-directional Pair C Plus (BI_DC+)
8 Bi-directional Pair D Minus (BI_DD-) Bi-directional Pair C Minus (BI_DC-)
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(NEXT), and Far-End Crosstalk (FEXT). This cable testing information is specified in the ANSI/TIA/EIA-TSB-67

standard. Additionally, cables must also pass test

parameters for Return Loss and Equal-Level Far-End Crosstalk (ELFEXT). These tests are specified in the
ANSI/TIA/EIA-TSB-95 Bulletin, “The Additional Transmission Performance Guidelines for 100 Ohm 4-Pair Category 5

Cabling.

and end devices.

@

NOTE: That when testing your cable installation, be sure to include all patch cables between switches

Fiber Standards

Important Note: Fiber SFPs have no standards regarding interface with network switches with the exception of
the Multi standard Agreement (MSA) with is limited to the physical interface between the SFP and a switch port.
Data transmission may require adjusting port bandwidth settings on your switch.

When installing SFP match certain the SFP matches the installed fiber and are the same on both ends of the

cable

The International Telecommunication Union (ITU-T) has standardized various fiber types for data networks. These

are summarized in the following table.
Fiber Standards

ITU-T

standard Description

G.651 Multimode Fiber
50/125-micron core

G.652 Non-Dispersion-Shifted Fiber
Single-mode, 9/125- micron core

G.652.C Low Water Peak Non- Dispersion-
Shifted Fiber Single-mode, 9/125-
micron core

G.653 Dispersion-Shifted Fiber
Single-mode, 9/125- micron core

G.654 1550-nm Loss- Minimized Fiber
Single-mode, 9/125- micron core

G.655 Non-Zero Dispersion- Shifted

Fiber

Single-mode, 9/125- micron core

Application

Short-reach connections in the 1300- nm or
850-nm band.

Longer spans and extended reach. Optimized
for operation in the 1310- nm band, but can
also be used in the

1550-nm band.

Longer spans and extended reach. Optimized
for wavelength-division multiplexing (WDM)
transmission across wavelengths from 1285 to
1625 nm. The zero-dispersion wavelength is in
the 1310-nm region.

Longer spans and extended reach. Optimized
for operation in the region from 1500 to 1600-
nm.

Extended long-haul applications. Optimized
for high-power transmission

in 1500 to 1600-nm region, with low loss in the
1550-nm band.

Extended long-haul applications. Optimized
for high-power dense wavelength-division
multiplexing (DWDM) operation in the region
from 1500 to 1600-nm.
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Physical Characteristics

Switch Features

Management Features

Ports

Network Interface

Buffer Architecture

Aggregate Bandwidth

Switching Database LEDs

Weight

Size
Temperature
Humidity
Power Input

Power Supply

Power Consumption

Forwarding Mode
Throughput
Flow Control

In-Band Management

Out-Of-Band
Management

Software Loading

Specifications

2 100/1000Mbps SFP Fiber ports
6 UTP 1G ports with PoE

Ports 1-6: RJ-45 Connector

10BASE-T: RJ-45 (100-ohm, UTP cable; Category 3 or better)
100BASE-TX: RJ-45 (100-ohm, UTP cable; Category 5 or better)
1000BASE-T: RJ-45 (100-ohm, UTP or STP cable.

Category 5, 5e or 6)

*Maximum Cable Length - 100 m (328 ft)

Ports 7-8: RJ-45 connector/ (100/1000M) SFP

1000M/2500M

1392KB on-chip frame buffer

20 Gbps

8K MAC address entries System: POWER
TP Port: status (LINK/ACT), 10/100/1000M
SFP Port: status (LINK/ACT/SPD), 100/1000M

1.9 lbs.

43/8"x2"x65/8"

Operating: -30°C to 70°C (-22°F to 158°F)
Operating: 5% to 90% (non-condensing)
Not to exceed 480 watts @ 57VDC

External DC input

20W maximum

Store-and-forward
35.712Mpps

Full-Duplex: IEEE 802.3x
Half-Duplex: Back pressure

SSH/SSL, Telnet, SNMP, or HTTP
RS-232 (RJ-45) console port

HTTP, TFTP in-band, Console out-of-band
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Standards

Emissions

Immunity

IEEE 802.3 => 10Base-T Ethernet (Twisted-pair Copper)

IEEE 802.3u => 100Base-TX Ethernet (Twisted-pair Copper)

IEEE 802.3ab => 1000Base-TX Ethernet (Twisted-pair Copper) IEEE 802.3z => 1000Base-X Ethernet

IEEE 802.3x => Flow Control Capability ANSI/IEEE 802.3 => Auto-negotiation

IEEE 802.1Q => VLAN

IEEE 802.1p => Class of Service IEEE 802.1X => Access Control IEEE 802.1D => Spanning Tree

IEEE 802.1w => Rapid Spanning Tree

IEEE 802.1s => Multiple Spanning Tree

IEEE 802.3ad => ink Aggregation Control Protocol (LACP) IEEE 802.1AB => Link Layer Discovery Protocol (LLDP)

IEEE 802.3at/af /.bt=> Power Over Ethernet (PoE)
EN55022 (CISPR 22) Class A EN 61000-3

FCC Class A
CE Mark

EN 61000-4-2/3/4/5/6/8/11
EN 55024
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10Base-T

100Base-T

1000Base-LH

1000Base-LX

1000Base-SX

1000Base-T

Auto-Negotiation

Bandwidth

Collision Domain

CSMA/CD

End Station

Ethernet

Compliances

IEEE 802.3 specification for 10 Mbps Ethernet over two pairs of Category 3, 4, or
5 UTP cable.

IEEE 802.3u specification for 100 Mbps Ethernet over two pairs of Category 5
UTP cable.

Specification for long-haul Gigabit Ethernet over two strands of 9/125 micron
core fiber cable.

IEEE 802.3z specification for Gigabit Ethernet over two strands of 50/125,
62.5/125, or 9/125-micron core fiber cable.

IEEE 802.3z specification for Gigabit Ethernet over two strands of 50/125 or
62.5/125-micron core fiber cable.

IEEE 802.3ab specification for Gigabit Ethernet over 100-ohm Category 5, 5e, or 6
twisted-pair cable (using all four wire pairs).

Signaling method allowing each node to select its optimum operational mode
(e.g. speed and duplex mode) based on the capabilities of the node to which it is
connected.

The difference between the highest and lowest frequencies available for network
signals. Also synonymous with wire speed, the actual speed of the data
transmission along the cable.

Single CSMA/CD LAN segment.

CSMA/CD (Carrier Sense Multiple Access/Collision Detect) is the communication
method employed by Ethernet, Fast
Ethernet, and Gigabit Ethernet.

A workstation, server, or other device that does not forward traffic.

A network communication system developed and standardized by DEC, Intel, and
Xerox, were using baseband transmission, CSMA/CD access, logical bus topology,
and coaxial cable. The successor IEEE 802.3 standard provides for integration into
the OSI model and extends the physical layer and media with repeaters and
implementations that operate on fiber, thin coax, and twisted-pair cable.
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Fast Ethernet

Full Duplex

Gigabit Ethernet

IEEE

IEEE 802.3

|IEEE 802.3AB

|IEEE 802.3U

IEEE 802.3X

IEEE 802.3Z

IEEE
802.3at/af

Lan Segment

LED

Local Area Network
(LAN)

Media Access
Control (MAC)

MiB

Modal
Bandwidth

Network Diameter

RJ-45
Connector

Switched Ports

A 100 Mbps network communication system based on Ethernet and
the CSMA/ CD access method.

Transmission method that allows two network devices to transmit and receive
concurrently, effectively doubling the bandwidth of that link.

A 1000 Mbps network communication system based on Ethernet and the CSMA/ CD
access method.

Institute of Electrical and Electronic Engineers.
Defines carrier sense multiple access with collision detection
(CSMA/CD) access method and physical layer specifications.

Defines CSMA/CD access method and physical layer specifications for 1000BASE-T Gigabit
Ethernet (now incorporated in IEEE 802.3-
2005).

Defines CSMA/CD access method and physical layer specifications
for 100BASE- TX Fast Ethernet (now incorporated in IEEE 802.3- 2005).

Defines Ethernet frame start/stop requests and timers used for flow
control on full-duplex links (now incorporated in IEEE 802.3-2005).

Defines CSMA/CD access method and physical layer specifications for 1000BASE Gigabit
Ethernet (now incorporated in IEEE 802.3-2005).

Defines Power Over Ethernet is used to transmit electrical power, PoE IEEE 802.3af (Class
4 PDs limited to 15.4W), PoE++ IEEE 802.3at
(Class 4 PDs limited to 30W).

Separate LAN or collision domain.

Light emitting diode used for monitoring a device or network condition.

A group of interconnected computer and support devices.

A portion of the networking protocol that governs access to the transmission medium,
facilitating the exchange of data between
network nodes.

An acronym for Management Information Base. It is a set of
database objects that contain information about the device.

Bandwidth for multimode fiber is referred to as modal bandwidth because it varies with
the modal field (or core diameter) of the fiber.

Modal bandwidth is specified in units of MHz per km, which indicates the amount of
bandwidth supported by the fiber for a one km distance.

Wire distance between two end stations in the same collision domain.

A connector for twisted-pair wiring.

Ports that are on separate collision domains or LAN segments.
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TIA
Transmission Control

Protocol/Internet Protocol
(TCP/IP)

User Datagram Protocol
(ubDP)

uUTP

Virtual LAN (VLAN)

Telecommunications Industry Association.

Protocol suite that includes TCP as the primary transport protocol and IP as the
network layer protocol.

UDP provides a datagram mode for the packet-switched communications. It uses
the IP as the underlying transport mechanism to provide access to IP-like
services.

UDP packets are delivered just like IP packets — connection- less data grams that
may be discarded before reaching their targets. UDP is useful when TCP would be
too complex, too slow, or just unnecessary.

Unshielded twisted-pair cable.

A Virtual LAN is a collection of network nodes that share the same collision
domain regardless of their physical location or connection point in the network.
A VLAN serves as a logical workgroup with no physical barriers, allowing users to
share information and resources as though located on the same LAN.
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Vigitron, Inc.

Warranty

Vigitron, Inc. guarantees that all Vigitron products (“Product”), if used in accordance with these instructions, will
be free of defects in material and workmanship for a lifetime defined as the duration period of time until product
end of life is announced.

After which, Vigitron will continue to provide warranty services for a period of 3 years. The period covering valid
warranty will be determined by proof of purchase in the form of an invoice from an authorized Vigitron dealer.

Warranty will only be provided for as long as the original end-user purchaser owns the product. The warranty is
not transferrable. At Vigitron's option, the defective product will be repaired, replaced, or substituted with a
product of equal value. This warranty does not apply if in the judgment of Vigitron, Inc., the Product fails due to
damage from shipment, handling, storage, accident, abuse, or misuse, or if it has been used or maintained not
conforming to product manual instructions, has been modified, or serial number removed or defaced. Repair by
anyone other than

Vigitron, Inc. or an approved agent will void this warranty. Vigitron, Inc. shall not under any circumstances be liable

to any person for any incidental, indirect, or consequential damages, including damages resulting from use or
malfunction of the product, loss of profits or revenues, or costs of replacement goods. The maximum liability of
Vigitron, Inc. under this warranty is limited to the original purchase price of the product only.

Contact Information

17810 Trade Street, Suite 100 San Diego, CA 92121
Phone: 858-484-5209

Fax: (858) 484-1205

www.vigitron.com

support@vigitron.com
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GUI Header Controls

\ Save

When completing a programming function press the "Save" button. This will save the function when you exit the
mode or if power is lost.

[ Reset ‘

Use this in the event you what to change the programming. Note all programming with a mode will be reset and
require reprogramming.

Add |

Some programming functions can have more than one setting mode. Selecting Add allows for programming
additional settings. Remember to use the Save or Rest functions for each setting you add.

| Refresh |

Use the Refresh to update the screen.

‘ <> v ‘

Where active this indicates, the programming selected applies to all ports or actions.

The house Icon returns the GUI to the home page which shows a graphical display of the Vi30208U and its active
ports- Moving the curser over a port will display its name. Clicking on the port will show its its detailed Statistics.

The Arrow icon will ask if you want to log out of the website.

The Question icon will provide details on the page you are on
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1.1 Access to Switch by WEB

WEB Configuration
Chapterl: Configuration Preparation

Important Note: Your choice of Internet browser can affect your ability to access the switch and/or certain
switch functions. If you experience these problems, please check the browser security settings.

Ensure it is coincident with the following requirements while accessing to the switch by Web browser.
. HTML Version 4.0

3 HTTP Version 1.1

. JavaScript™ Version 1.5

Besides, ensure the operation of the main program file supports to access to the switch, and the computer is
connecting to the network of a switch.

First time access to switch, you don’t need additional configuration but access to switch directly by WEB if this the
first time to use. Revise the IP address of your computer ethernet adapter t0”192.168.0. xxx” there the last three
digits are different from the Vi30208U. The subnet mask is “255.255.255.0”.

Open the WEB browser, enter the “192.168.0.1” in the address bar, note that “192.168.1.130” is the defaulted IP
address of switch.

The dialog is appeared like picture 1 if you use Internet Explorer. Enter the account and passwords in the
authenticated dialog, the original user name is “admin” and the password is “admin”. Please distinguish the capital
and small letter.

Picture 1: WEB Authentication Dialog.

Default username: admin
Default password: admin

Reset key — default function:

PowerQ

systemQ
10
120

Console

—

Press the front panel reset button.

Within 10 seconds press and hold the reset button on the front panel

The LED front panel lights will turn on.

When the front panel LEDs turn on release the reset button

When the front panel LEDs turn off the switch will be reset to default settings

A

The browser will display the system information page if it’s authenticated successfully.
After Reset is complete, recheck your programming as some setting may need to be reprogrammed.

Ports 1-6 are independent UTP uplink ports. Ports 7 and 8 are independent fiber ports.

After Reset is complete, recheck your programming as some setting may need to be reprogrammed.
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1.2 Guide

Insert Information Page

System Information Page of Switch

WEB Page Introduction

Order, Guide, Configuration System Display, Top Control and etc.

> =

This is the log out button and will log out of the GUI.

2]

This Show Help button. It helps engineers to set the specification of devices. There’s a specific page of each
function set page. You can click it to display the function page anytime.

winformation & Status
» System Informa
« P Status
» Syslog
« Detailed Syslog
PRMON
« MAC Table
PVLANS
»Ports
PLACP
» Thermal Protection
» Green Ethemnet
«Pok S
PLLDP
= Loop F lon
»Spanning Troe
MIGMPP Snooping
PMLD Snoopmg
»OHCP
» urity
»QoS

PNetwork Admin
»Port Configure
FPOE

pAdvanced Configure
» Security Configure
#QoS Configure
»Diagnostics
FMaintenance

Minformation & Status
»Network Admin
»Port Configure
PPOE
wAdvanced Configure
=« MAC Table
= VLANS
PVLAN Tlransistion
»Voice VLAN
PGVRP
pPort Isolabon
« Loop Protechon
»Spanning Tree
HIPMC Profile
«MEP
«ERPS
MIGMP Snooping
MIPVE MLD Snooping
«LLODP
» Security Configure
»QoS Configure
»Diagnostics
PMaintenance

Hformation & Status
wNetwork Admin

=P

=P

}Port Configure
»PoOE

dAdvanced Configure
k Security Configure
»005 Configure
tDiagnestics
FMaintenance

dinformation & Status

PNetwork Admin

»Port Configure

WPoE

»Advanced Configure

wSecurity Configure
«Users

«Prvilege Leves

»QoS Configure
»Diagnostics
PMaintenance

Hinformation & Status
»Network Admin
wPort Configure
=Ports
pAggregation
» Minmonng
ink OAM
« Thermal Protechon
» Green Ethemnet
»ODM
MPoE
»Advanced Configure
» Security Configure
»QoS Configure
»Diagnostics
PMaintenance

Hinformation 8 Status
»Network Admin
»Port Configure
PPOE
»Advanced Configure
»Security Configure
+QoS Configure
o Por k
= Port Policing
« Queue Policng
« Fort Scheduler
«Por
« Port Taxg Remarking
«Port DSCP

»Diagnostics
»Maintenance

Minformation & Status
pNetwork Admin
pPort Configure
wPoE

= PoE Setting

= PoE Auto Check

= PoE Scheduling

= PoE Status
pAdvanced Configure

»Security Configure
QoS Configure
pDiagnostics

pMaintenance

*Information & Status
»Network Admin
»Port Configure
»PoE
»Advanced Configure
} Security Configure
»QoS Configure
wDiagnostics

= Ping

= Traceroute

= Ping6

= Traceroutef

pLink OAM

=CPU Load
»Maintenance

Finformation & Status
»Network Admin
»Port Configure
PPoE
wAdvanced Configure
» MAC Table
« VLANs
PVLAN Translation
»Voice VLAN
»GVRP
pPort Isolation
« Loop Prolechon
PSpanning Tree
PIPMC Profile
« MEP

+ERPS

Pinformation & Status
»Network Admin
»Port Configure

PPoE

»Advanced Configure
» Security Configure
»QoS Configure

pDiagnostics
wMaintenance

tory Defaults
« Firmware Upgrade
« Fimware Select
»Configuration
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1.3 Top Control

1.4 Login Windows

UPDATE
Note: The restricted user can't revise the device configuration but only visits the state. If they log in to the WEB,
the other groups are disappeared but only the device state.

The state information and configuration of the device are shown in the Configuration Display. You can change the

details by clicking the list items.

Link down but PoE Present Link up and PoE Present Link up, no PoE and
Bandwidth indication

Auto-refresh [

Achieving the Auto-refresh of Configuration Display is the vital function of Top Control. For example, you can
monitor the port statistics continuedly by selecting view firstly and clicking Auto-refresh later. The screen will auto-
refresh 1/3s.

Click “Clear” button can clear. It's suggested that don’t use the Auto-refresh function for it’ll surely result in traffic
unless it’s connected in LAN directly.

After program is complete it must be saved to start up otherwise it powers it lost settings will revert back to
default.

To Save your programming use Maintenance>Configuration>Save startup.

Sign in
http://192.1686,0.1
Your connection to this site is not private

Username |

Password

Sign in Cancel

Figurel-4 Login Window

Default Username: admin Default Password: admin
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1.5 Access the GUI

1.6 Main Menu

After entering the username and password, the main screen appears as follows.

Figure1l-5 Web Management Main Page interface.

This Main Page interface includes mainly 3 parts. Here is description:

Description

Part 1 Company Logo; Working Indicators; Port Indicators, including PoE and
link working status; Language selection button (Chinese/English); Help document;
Part 2 The Main Menu, lets you access all the commands and statistics.
Part 3 Main Screen, showing configuration details.
Part 4 Screen shows CPU % and Memory Capacity

The Web agent displays an image of the Managed Switch’s ports. Different colors mean different states, they are

illustrated as follows:

Using the onboard Web agent, you can define system parameters, manage, and control the Managed Switch, and
all its ports, or monitor network conditions. Via the Web-Management, the administrator can set up the managed

Switch by selecting the functions those listed in the Main Menu. Following is short description:

:10/100M linked, :1000M Linked;  [Ill:No Link; :POE Link;

Information & status - Users can check switch information and working status under
this menu.

Network Admin - Users can check and configure related features of network under this
menu.

Port Configure - Users can check and configure specification of ports under this menu.

PoOE - Users can check and configure related features of Power-over-Ethernet (PoE) under
this menu.

Advanced Configure - Users can check and configure L2 advanced features under this
menu.

Security Configure - Users can check and configure security features of the switch under
this menu.

Qos Configure - Users can check and configure Qos features of the switch under this menu.
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Chapter 2: Information & Status

In this section, the pages show the basic information of the switch and status of functions/features setting. Clients

2.1 System information can go to different sections to check detailed guidance to make the function work.

Sysimm mtommation

Figure 2-1 System Information Screen

After click "Information & Status" > "IP Status", followed screen will appear as:
Clients can go to Section” Network Admin” > "IP Configuration" to do the detailed management.

2.2 |P Statues IP Interfaces

Interface | Type | Address Status
D5:la LIME.  0a0-00-00-00-00-00 =UP LOOPBACK RUMMING MULTICAST=
D5:la Pvd  127.0,0.178
05lo PvE  fedl:1/64
O5lo PvE 10128
WLANA LIMK  08-2d-02-538-52-dc =UP BROADCAST RUMNING MULTICAST=
WLANA1 Pvd  182.188.0.1/24
WLANA PvE  fedl:aed 2ff fe50:60do/G4

IP Routes

Metwork | Gateway | Status
127.0.0.1/32  127.0.01 =P HOST=
224 .0.0.0/4 127.0.01 =lP=
1128 o1 =P HOET=

ARP Table

2.3 Syslog

The total number of IPv4 neighbours is 1.

The total number of IPvE neighbours is 2.

IP Address [ Link Address
182.188.0.125 VLAN1:00-20-4c-T2-04-f2
fedl:aed:2ff-febd:68dc  VLAN1:08-2d-02-58-59-dc
fadl:-4283:542:c607: 2028 VLAN1:00-20-4c-TE-04-f2

Figure 2-2 System Information Screen

After click "Information & Status" > "System Information”, followed screen will appear as:
Clients can go to Section” Network Admin” > "System Log Configuration" to do the detailed management.
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2.4 Detailed Syslog

2.5 RMON

2.5.1 Statistics

2.5.2 History Overview

vintormanon & Swbin
LSgate rAmant System Log Information

Tha total number of srvies is 21 for the given lavel

LA
ety

Start Yoo 101 | wan 20 enies per page

| R
oy G077 SYS-B0CTI oti mado o
Informaliond  08-38-2023709.26.50-07.90 DOMI-MODULE INSERT REMOVE. lnserted SFP modude on Intedace 2 50igabitEtharnst 11
frmationd 08332023709 27 IINb TEMPERATL IRE CHANGED Dol ienperstur e dhianged 10 REGULAR en intedace 2 SCgETamt
08 30202310927 W‘

LT Dhugn danpedts on irtaco
tmatand 08 30 20210321 95079 DOM: Ll&) CHANGED Do s changed to REGULAR o0 rtartnce 2 5GiskaE themet |
atond 03302023709 27 I‘)07 90 DOMITX_FOWER_CHANGED Dol Tx dhengad 1o REGJHR on lmwfacu?‘:ﬁw[m!nu Ui

B
S

s
*Locp Prfectin

i

formationa  08-30-2023T09 27 700 TX’\‘\—ﬁX POWER_CHANGED DoM Rx Paner charged 10 LOALARM on Intsetace 2 ‘ﬂngdhlmuud "
atona nlsoznz;lmzmswo: COMI-MODULE INSERT REMOVE. Ineertad SFP midibe on Intertacs 2 5Gi

Infbormabona  08-30-2023109.27. ﬂb‘)l ’D DW> TEMPERATURE GMD Dol temperstre changad to F&GLL“R eu Interface 2 5&»&&.@
Informational  08-30.2023709.77 Dol vitge changad o REGULAR creeface 2 5igettomrn

08 33203100 77 020730 DOMLEIAS, CHANEED nm m.x o GULAR an rtartaca ) sagausmmr 12

b-m..«wmm«

§§
i

;> atonal  08.33.2023100.7705.07-90  DOMI-TX FOWER CHAN( ar changad 1o REGULAR on Infrfaca 25GgabtEthomat 12
§ :;‘:&ﬂml 03-3)-2023T09.27 050790 DOMIRX F‘(N/E CK‘NJD DuM m Pomer d\aruu! o LOALARM co Interface 2 SGigabathamet 12
% Netco S NIZNLI 5070 LK uvlmm Imetace Vion T changed <t 0 up

% Motce LINKUPDOWN: w

1 Notice 035 70?1109 5 74414 n UNKAUPDOWN Interfece GgabtFtivnet w changed state 10

15 Notcs 08332023704 27 v ot o

i

[
[
[
08-33.2023709.27 0607 00 LINK-UPDIWN. Intertace Viar 1, changss) siale o [
[
[
|

INKC-UPDOWH
X & 0839202310927 3&07 33 LUNK UPDOWN w
ﬁ L 08-39-202350927 50-37.00  LINK-UPDOWN: Interiscs GigabREtharnat ‘UZ changad stals to down
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Figure 2-3 Syslog Screen

Note the correct time/date displayed is dependent upon setting the Time Zone programming found in the Network

Administration section.

After click "Information & Status" > "Detailed Syslog", followed screen will appear as:

Clients can go to Section” Network Admin” > "System Log Configuration" to do the detailed management.

winformation & Status

« Sysiem Information Detailed System Log Information

« P Status
» SysLog | L | | 1| |
« Detailed Syslog
»RMOMN
= MAC Table Message
PVLANE
pPorts Level Informational
MLACP Time 08-30-2023T09:26:49-07:00
I ) Message SYS-BOOTING: Switch just made a cold boot.
= Thermal Protection

» Green Ethernet

2.4 Detailed Syslog

Remote Monitoring (RMON) is a standard specification that facilitates the monitoring of network operational
activities through the use of remote devices known as monitors or probes. RMON assists network administrators

(NA) with efficient network infrastructure control and management.

The follow will show results if RMON monitoring is programmed in the Network Administration section.

RMON Statistics Status Overview
Start rom Control Index [0 vn:hﬁ 'amﬁpu'page

2.5.1 Statistics

RMON History Overview

Start from Control Index D and Sample IndexD with entries per page.

History Sample Broad- | Multi- | CRC | Under- | Over- .
‘ ‘ s‘zﬂ||:l|'I:||I|C)t:IdS‘Pkt|‘:as':|nst Enoes sizE|sme .‘coll.‘unlmon|
[ No more entries

2.5.2 History Overview

RMON Alarm Qverview

Start from Control Index [0 | with [20 | entries per page.

Sample Startup | Rising Faling | Falling
b | el ‘ ”'a'“'“e‘ Value | “ajarm | Threshold Index Threshold | Index

No mare entrie

2.5.3 Alarm Overview
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2.6 MAC Table

2.7 VLANs

2.7.1 Membership Screen

2.7.2 Vlan Ports Screen

RMON Event Overview
Start from Control Index[0 | and Sample Index [0 | with [20 | entries per page.

E,":e’: | Logindex | LogTime ‘ LogDescription

No more entries

2.5.4 ROMN Event Overview

After click "Information & Status" > "Mac Table", followed screen will appear as:

Clients can go to Section “Advanced Configure” > "MAC Address Table" to do the detailed management.

-Information & Status

= System Information MAC Address Table

« IP Statu . .
e Start from VLAN and MAC address [00-00-00-00-00-00  |with[20 | entries per page.
= Detailed SysLog

»RMON [ Port Members

“MAC Table Type [VLAN][ MACAddress |cru[1]2[aJ4[s5[e[7]8]a]10][11]12
PVLANS Dynamic 1 00-E0-4C-78-94-F8 v

»Ports Static 1 0B-ED-02-59-63-D5

PLACP Static 1 33-33-00-00-00-01 , WAV VAN v v v v v v

= Thermal Protection .

= Green Ethemnet Static 1 33-33-00-00-00-02 v v v v v ¥ v ¥ v VvV V v

« PoE Status Static 1 33-33-FF-52-658-D5 Vv v v v vy vV v

MLLDP

Figure 2-6 Mac Table Screen

After click "Information & Status" > "Vlans", followed screen will appear as:
Clients can go to Section “Advanced Configure” > "Vlan" to do the detailed management.

w Information & Status
= System Information

:g{;‘;:m Start from VLAN |1 |with |20 | entries per page.

VLAN Membership Status for Combined users

= Detailed SysLog Members

+VLANS
= Membership
= Ports
»Poris
MLACP
= Thermal Protection
= Green Ethermnet
MLLDP
= Loop Protection
»Spanning Tree
»IGMF Snooping
pMLD Snooping
»DHCP
¥ Security
»Q0S

[ Port
CLLIETEED VLANID [1]2[3]4]5]6]7[8]8 [10[1[12[13[14[15]16[17[18[18]20[21]22]25
1 V1] ]

[V | W | W | W | | 7 | v | W v | v 7 | v | Y [ | Y

Figure 2-7-1 Membership Screen

wInformation & Status .
S ———— VLAN Port Status for Combined users @
= IP Status Port | Port Type | Ing Filtering | Frame Type [ Port VLANID | Tx Tag | Untagged VLA
SEELY 1 C-Port Al 1 Untag PVID
:ﬁ'ﬂf:ﬁ:s""g 2 C-Port Al 1 Untag PVID
wVLANS 3 C-Port All 1 Untag PVID
= Membership 4 C-Port All 1 Untag PVID
» Ports 5 C-Port Al 1 Untag PVID
»Parts 6 C-Port Al 1 Untag PVID
LR 7 C-Port Al 1 Untag PVID
:E:e":g:::“:“" 8 C-Port Al 1 Untag PVID
MLLDP 9 C-Port All 1 Untag PVID
«Loop Protection 10 C-Port Al 1 Untag PVID
»Spanning Tree 1 C-Port Al 1 Untag PVID
»IGMP Snooping 12 C-Port Al 1 Untag PVID
AL T 13 C-Port Al 1 Untag PVID
il 14 C-Port Al 1 Untag PVID
15 C-Port Al 1 Untag PVID

Figure 2-7-2 Vlan Ports Screen
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2.8 Ports After click "Information & Status" > "Ports", followed screen will appear as:
Clients can go to Section “Port Configure” > "Port Configuration" to do the detailed management.

2.8.1 Traffic Overview Screen

Port Statistics Overview Auto-rafr|
1 a ] [
2 [ 0 (] 0 t 0
3 0 2 [} o L} L
4 54561 54T E60205E 3239836 L] 0
I ] [
« Trafc Overviow g 2 ; g 0 : 3
1 0 ) 1] L] L} L]
a 0 i (] 0 o 0
e g ] ] ] ] ] ]
il ‘ sk . ‘
4 i1 0 ] ] 0 [ []
12 L o L] L] a L)
hE] o a L] 0 L L
L L} L] 1 o L} L]
18 [ g ] [ (i 0
18 [ ] ] o [ 0
1 0 1 1] 0 [ Q
18 L 0 ] o L} 0
19 0 1 ] ] [ 0
2L [ [} B o ] o
o3 o r 2 o L o
2.8.2 Ports-Detailed Statistics PR Wl [ A
Screen e Fieceive Total i “TansmiToal |
Hx Packets 0 Tx Packets
Rx Octels. 0 Tx Oclers
Rx Unicast 0 Tx Unicast
Rix Multicast 0 Tx Multicass
Rx Broadcest 0 Tx Broodcost
{1
x k4 Hytea
Tz 65137 Bytes
Tx 128.255 Bytos
Tx 296511 Byles
Tz 5121023 L)
Ta 1024-1525 Bytes
Tx 1521- B

Figure 2-8-2 Ports-Detailed Statistics Screen

2.9 LACP After click "Information & Status" > "LACP", followed screen will appear as:
Clients can go to Section “Port Configure” > "Link Aggregation" > "LACP Aggregation" to do the detailed
management.

2.9.1 LACP System Status

v Information & Status
= System Information

LACP System Status

= IP Status Aggr ID Partner | Partner | Partner Last Local
= Syslog 9 SystemID | Key Prio | Changed | Ports
= Detailed SysLog Na ports enabled or no existing partners

= MAC Table
MVLANS
»Ports
-LACP
= Svstem Status
= Port Status
= Port Statistics
= Thermal Protection

Figure 2-9-1 LACP System Status Screen

2.9.2 LACP Ports Status - Information & Status
Screen

LACP Status

= Groen Ethamat
pLLDP

» Loop Frolection
FSpanning Tree

ML
OHCP

Figure 2-9-1 LACP Port Status



[ ommanon £ Stas LACP Statistics
= System Information
= |P Status LACP LACP Discarded
=SysLog Port Received | Transmitted | Unknown | lllegal
= Detailed SysLog 1 [i] 0 0 [1]
= MAC Table 2 0 0 0 1]
PVLANS 3 0 0 0 0
S— S——
LR 6 0 0 0 0
= System Status 7 0 0 0 Q
= Port Status 8 0 0 0 0
= Port Statistics 9 ] 0 0 1]
= Thermal Protection 1‘[1] g g g g
= Green Ethernet 12 0 0 0 0
PLLDP 13 0 0 0 0
= Loop Protection 14 (1] 0 0 0
»Spanning Tree 15 ] 0 0 Q
#IGMF Snooping }? g g g g
»MLD Snooping 18 0 0 0 0
»DHCP 19 [i] 0 0 1]
i 2 0 0 0 0
»Q0S 22 i n n n
Figure 2-9-1 LACP Port Statistics
s . wgn u :
. > .
2.10 Thermal Protection After click "Information & Status LACP", followed screen will appear as

Clients can go to Section “Port Configure” > "Thermal Protection Configuration" to do the detailed management.

The programmed limit is 115C. Entering a higher number of results in a warning and will not be accepted.

Thermal Protection Status
Thermal Protection Port Status
Port | Temperature Port status

1 50 “C  Port link operating normally|
2 50 °C  Port link operating normally|
3 50 *C  Port link operating normally|
4 50 “C  Port link operating normally|
5 50 °C  Port link operating normally|
6 50 *C  Port link operating normally|
7 50 “C  Port link operating normally|
] 50 “C  Port link operating normally|

Figure 2-10 Thermal Protection Screen

After click "Information & Status" > "Green Ethernet", followed screen will appear as:

2.11 Green Ethernet Clients can go to Section “Port Configure” > "Green Ethernet” to do the detailed management.
Port Power Savings Status

t @ . % X X X

z ® X x X

3 & %4 X X A

1 ® % 3¢ X X

5 8 x X b4 X

c @ . 5C X X X

T ® Y X X X X

8 @ X s 3 X X

Figure 2-11 Green Ethemet Screen
2.11.1 PoE Status Screen
Power Over Ethernet Status Auto-refresh Refresh
1 3 15.4 W) 15.4 [W) 4w 74 [mA] Low 771(C} PoE turmed ON
2 0 0w 0w 0w 0 [mA] Low 77(Cl  PoE tumed OFF
3 ] 0w 0w 0w 0 {mA] Low 771(C) PoE turmed OFF
4 0 0w aw ow 0 [mA] Low 7(Cl  PoE tumed OFF
5 0 0w 0w 0w 0 [mA) Low 75 (C| PoE turmed OFF
6 0 oW 0w oW 0 (mA] Low 76[CI  PoE tumed OFF
Total 154 W] 154 W] 4w 74 [mA]

Figure 2.11.1 PoE Status Screen



2,11 LLDP

2.11.1 Neighbor Information

2.11.2 LLDP-Ports Statistics
Screen

2.11.3 LLDP Global Counters

2.12 Loop Protection

After click "Information & Status" > "LLDP", followed screen will appear as:
Clients can go to Section “Advanced Configure” > "LLDP” to do the detailed management.

Maragement Address
162 168 0 158 (1F4]

Figure 2.11.1 Neighbor Information

If the network is connected to other devices capable of LLDP detection they will be displayed. To view this point

and click to the underlined address under management address.

LLDP Neighbor Power Over Ethernet Information

Local Interface [ Power Type | Power Source | Power Priority | Maximum Power
2 5GigabitEthernet 1/1  PSE Device  Primary Power Supply Low 0 W]
2 5GigabitEthernet 1/2  PSE Device  Primary Power Supply Low 0 W]

Figure 2-11-2 LLDP-Ports Statistics Screen

LLOP Global Counters

Clear global counters

Neighbor eniries were last changed 08-30-2023T10 03 15-07 00 (460 secs ago)
Tolal Neighbors Eriries Added
Total Neighbors Entrias Dalsted
Total Neighbors Ertriea Dropped
Total Nelghbors Entries Aged Out

cocow

LLDP Statistics Local Counters

GigabiEthemat 111
GigabtEthernet 1/2
GigabaEthemat 1/3
GigabitEthemet 14
GlgabiEthemeat 15
GigabiEthemat 116
GigabiEthemet 117
GlgabiEthernet 118
GlgabitEthermet 119
GigabitEthemat 1110
2 5GigabitEthermat 111

BolRea .

AFhioncooano

o000 0D0 000

2 5GigabilFy 1"

Figure 2.11.3 LLDP Global Counters

After click "Information & Status" > "Loop Protection”, followed screen will appear as:
Clients can go to Section “Advanced Configure” > "Loop Protection" to do the detailed management.

w Information & Status
» System Information
«IP Status [ Port [ Action | Transmit | Loops | Status | Loop | Time of Last Loop |
= SyslLog | No ports enabled |
= Detailed SysLog
» MAC Table
MVLANS
»Ports
MLACP
= Thermal Protection
= Green Ethernet
MLLDP
= Loop Protection
pSpanning Iree
HIGMP Snooping
MMLD Snooping
»DHCP
»Security
+Q0S

Loop Protection Status

Figure 2-12 Loop Protection Screen
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2.13 Spanning Tree

2.13.1 Bridge Status

2.13.2 Port Status

2.13.3 Spanning Tree Port
Statistics Screen

After click "Information & Status" > "Loop Protection", followed screen will appear as:
Clients can go to Section “Advanced Configure” > "STP” to do the detailed management.

winformation & Status

« Thermal Proleckon
« Greon Efiemet
» PoE Stalus
sLLDP
« Loop Prelecton
= Spanning Tres
« Bridge Staium
« Pord Stalus
« Port Stalistics:

Figure 2-13-1 Spanning Tree Bridge Status Screen

STP Port Status
Port | CIST Role | CIST State | Uptime
1 Non-STP Forwarding -
2 Non-STP Forwarding -
3 Non-STP Forwarding -
4 Non-STP Forwarding -
5 Non-S5TP Forwarding -
6 MNon-STP Forwarding -
7 Disabled Discarding -
& Disabled Discarding -

Figure 2-13-2 Spanning Tree Port Status Screen

wlnfrmation & Stalus
fem Infermation
afus
Log
s Detailed Syslog

FLANS

}Forts

8

= Thermal Protection

= Green Ethernet
HIDFP

= | non Pratactinn
~+Spanning Traa

" Siafisfics
HEMH Sneoping
FMLD Snooping

Louno

STP Statistics

Figure 2-13-3 Spanning Tree Port Statistics Screen
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2.14 IGMP Snooping

2.14.1 IGMP Status

2.14.2 IGMP Group
Information

2.15 MLD Snooping

2.15.1 MLD Status

After click "Information & Status" > "IGMP Snooping", followed screen will appear as:
Clients can go to Section “Advanced Configure” > "IGMP Snooping” to do the detailed management.

IGMP Snooping Status
Statistics

Host | Querier
Version | Status

V3 Reports | V2 Leaves
Received Received

Version Transmitted d

‘VLAN Querier 'zl Reporls‘VZReporls
D Recaived | Recei

Queries ‘ Queries

Router Port
Port | Status

W~ o s Wk =

Figure 2-14-1 IGMP Snooping Status Screen

whnformation & Statis

IGMP Snooping Group Information

Start from VLAN |1 | and groug addre

IGMP SFM Information

Start fram VLAN (1 | and Group [22400.0

No mora sntres

Figure 2-14-3 IGMP Snooping IPv4 SFM Information Screen

After click "Information & Status" > "MLD Snooping", followed screen will appear as:
Clients can go to Section “Advanced Configure” > "IPV6 MLD Snooping” to do the detailed management.

MLD Snooping Status

Figure 2-15-1 MLD Snooping Status Screen
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2.15.2 MLD Groups irdonemite & Sales MLD Snooping Group Information
Information

Start trom VLAN 1 | and group address [A00-

HIOMP Snooning

o IV SHM
Infarmahon
FOHCP
MSacuty

Figure 2-15-2 MLD Snooping Groups Information Screen

2.15.3 MILD IPv6 SFM
Information e MLD SFM Information

Stant o VLAN [1 | and Group (100

Figure 2-15-3 MLD Snooping IPv6 SFM Information Screen

2.16 DHCP
After click "Information & Status" > "DHCP", followed screen will appear as:

216.1 DHCP Server Clients can go to Section “DHCP” to do the detailed management.

w Information & Siatus

DHCP Server Statistics

Database Counters

« Detaled Sysl.og

«MAC Table

PVLANS

»Ports

PLACP

« Thermal Protacion
wen Ethermet

MLDP

= Loop Protoction

»Spannng Tree

HIGMP Snooging

SMLD Snooplng DHCP Message Sent Counters

i [OFFER [ ACK | NAK

wSever

onAhC
« Binding
« Dedlined IP
ping Tatla
= Retay Statistics
tadad Statehcs

2.16.2 DHCP Binding

DHCP Server Binding IP
Binding P Address
[~ i —— -

Figure 2-16-2 DHCP Binding
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2.16.3 DHCP Declined IP

DHCP Server Declined IP
Deciined IP Address

» Bimdng
o Cieciine: |5

Figure 2-16-3 DHCP Declined IP

2.16.4 DHCP Snooping Table S T A Dynamic DHCP Snooping Table

» System Wormaton

« 1P Status 1 [

S i Start from MAC address [00-00-00-00-0000 |, VLAN|D with[20 | entries per page
« Detatied Systog
PHMON

«MAC Table
PVLANY

»Ports

« Loop Protocsen
»Spansing Tres

2.16.5 DHCP
e Server Statistics

S Snespng
WMLL Snoaging
~OHCP

DHCP Detailed Statistics Port 1 Cambinad

2.16.6 Detailed Statistics

]
v
o
D
o
o
[
o
Rx Lease Cuery 0 TxLease Query ]
R Lease Unassignad Tx Leass Unassigned ]
Rx Lease Uiknown Tx Leass Unknown )
R Lease Acti T Lenne Active o

v
FHx Discardad Checksum Errar
Rx D) from 4l d

Figure 2-16-6 DHCP Detailed Statistics Screen



2.17 Security After click "Information & Status" > "Security", followed the screen will appear as:

Clients can go to Section “Security Configure” to do detailed management.

2.17.1 Port Security
Port Security Switch Status

User Moduie Legend

lodule

Limit Control
802 1X
Voice VLAN

2.17.1.1 Port Security Switch

Port Status

- Disabled - -
= Disabled - -
- Disabled - -
Disabled - -
---  Disabled - -
---  Disabled 2 z
---  Disabled - -
--- _ Disabled - -

00 i 173 e B B S |

Figure 2-17-1-1 Security - Port Security - Switch Screen

2.17.1.2 Port Security Port RS

= Eystam Informalion

BMLD Sncoping
pOHCP

PS5

Figure 2-17-1-2 Security - Port Security - Port Screen

2.17.2 Access Screen ~Information & Statis

Acceas Management Statistica
infoematon

Figure 2-17-3 Security - Port Security - Access Screen
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2.17.3 Security — 802.1X Network Access Server Switch Status

2.17.3.1 802.1x Switch
Screen

Force Authorized Globally Disabled
Force Autheorized Globally Disabled
Force Authorized Globally Disabled
Force Autheorized Globally Disabled
Force Authorized Globally Disabled
Force Autheorized Globally Disabled
Force Authorized Globally Disabled
Force Authorized Globally Disabled

€00 == T [ e [0 [ |—

Port | Admin State | Port State | Last Source | Last ID | QoS Class | Port VLAN ID

Figure 2-17-3.1 Security - 802.1X - Switch Screen

ition & Statis
am Information

NAS Statistics Port1
Port State

State | Force Authorized

Disabled

rPorts

FLACP

= Thermal Protection

= Green Ethemet
2.17.3.2 802.1x Port Screen Riraita

» Loop Profection

+Spannin

w Security
kDIt SEcunty

= ACL Status
PARA
FOUS

Figure 2-17-3.2 Security - 802.1X - Port Screen

rInformation & Status &
» System Information

ACL Status

AP User [ ACE | Frame Type [ Action | Rate Limiter | Mirror | CPU | Counter | Confiict
ARP

= SysLog 1P Broadcast Copy to CPU 1

pociaieciBrsboo IP Broadcast Copy to CPU_ 2

1Pv4

Permit
Permit

Disabled
Disabled

Disabled Yes
Disabled Yes

No
30 No

»RMON

« MAC Table
MWLANS
»Poris
PLACP

2.17.4 ACL Status Screen * Thermal Protcclion

« Green Ethernet
« PoE Status
MLLDP
= Loop Protection
»Spanning Tree
HIGMP Snooping
»MLD Snooping
»DHCP
= Securty
wPort Security
= Switch
= Port
= Access

= Switch
= Port
= ACL Sialus

Figure 2-17-6 Security - ACL Status Screen
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2.17.5 Security - AAA

2.17.5.1 AAA - Radius
Overview Screen

2.17.5.2 AAA — Radius Details

Screen

winformation & Status

« Detalied Sysi.og
SRMON

L

mal Protecton
«Grean Eemel

POHCP

w Secety

Figure 2-17-5.1 Security - AAA - RADIUS Overview Screen

~Information & Status
= System Information
= IP Status
= Syslog
= Detailed SysLog
= MAC Table
PVLANS
»Poris
PLACP
= Thermal Protection
= Green Ethernet
PLLDP
= Loop Protection
»Spanning Tree
»IGMP Snooping

»MLD Snooping
»DHCP

w Security
» Port Security
= Ace
Management
Statistics
»802.1X
= ACL Status
v AAA

= RADIUS
Qverview

= RADIUS
Details

RADIUS Authentication Statistics for Server #1

[cal

Receive Packets I Transmit Packets

Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators 0
Unknown Types 0
Packets Dropped 0
Other Info
IP Address
State Disabled
Round-Trip Time 0 ms
RADIUS Accounting Statistics for Server #1
Receive Packets I Transmit Packets
Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0
Other Info

IP Address

tate Disabled
Round-Trip Time 0 ms

Figure 2-17-5.2 Security - AAA - RADIUS Details Screen
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2.18.1 QOS Statistics

After click "Information & Status" > "Security", followed screen will appear as:
Clients can go to Section Configure” to do the detailed management.

Queuing Counters

Qo0 |

=

R
13

)

Rx [ Tx |

-

8

=
&l
B
iu‘
=
:2
>

85 706

0

0

0
7795 8

0

0

0

00 [~ [ e [ e [ = g-
coomooo

ooooooooa
D

COoOooO0 O O|X

N

cooROoOON

503

DGDGOGOGE

DGDGOC}OC}E
DODOOOOOE
=2
DODOOOOOE
Dcocococa

cooooooo
coooocooo
coooooOoo
[=N=N=N=N=j=N=]=]
CODOOoO0O0

Figure 2-18-1 QOS Statistics Screen

wInformation & Status

= System Information
= |P Status
= SysLog
= Detailed SysLog
= MAC Table
MVLANS
»Ports
MLACP
= Thermal Protection
= Green Ethemnet
PLLDP
= Loop Protection
»Spanning Tree
»IGMP Snooping
pMLD Snooping
»DHCP
»Security
+QoS

= Qo5 Statistics

= QCL Status

Figure 2-18-2 QOS Status Screen

QoS Control List Status

Frame | Action
QCE‘P"“‘ Type | CoS [ DPL [ DSCP | PCP | DEI|

User

No entries
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3.1 IP Configuration

3.2 IP Status

Chapter 3: Network Management

S When completing a programming function press the “Save” button. This will save the function
ave when you exit the mode or if power is lost.

Use this in the event you what to change the programming. Note all programming with a mode
will be reset and require reprogramming.

[Roset

Add ‘ Some programming functions can have more than one setting mode. Selecting Add allows for
programming additional settings. Remember to use the Save or Rest functions for each setting add

‘ Refresh ‘ Use the Refresh to update the screen.

J e ‘ Where active this indicates, the programming selected applies to all ports or actions.

Note: IP address of switch is 192.168.0.1 by default, and the default subnet mask is 255.255.255.0(24)
Click "Network Admin" > "IP Config", screen will show as:

Hinfe i
R e IP Configuration

DONE ServerD | | No DNS server
DNE Sarver1 | | No DNG sorver
DNS Serverd | | No DNS servar
ONB Serverd | | hio DNS server
L ety
w IP Interfaces
bPon Carfigune

clie et

}PoE
whdvanced Configure

» Beuurity Configure
+al Canfigure Ak Intaetace
+Diagnastics

*Maintenance IP Routes

Akl Routa |

Savo || Resat

Figure 3-1 IP Configuration Screen

Following is description detail about IP configuration:

Name ‘ escription ‘

IVLAN IVLAN for access and management of switch

- If enable, it means that VLAN port start IPv4 DHCP client, to dynamically get IPv4 addresses of the

IPv4 DHCP switch. Otherwise, it will use switch’s static IP configuration.
- Fallback (Seconds) means the waiting time for switch to get dynamic IP address via DHCP. The
value of "0" here means never over the time.
- Current Lease, means the IP address get from DHCP
IPv4

- Address: static IPv4 address entered by user.

- Mask Length: static IPv4 subnet mask entered by user.

Click "Add Interface" to create a new management for VLAN and IP address. Click "Save" to save settings.
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3.2 IP Status

3.3 DHCP Server

3.3.1 DHCP Mode

3.3.2 DHCP Server Excluded
IP Configuration

binformation & Status

i Aot IP Interfaces
oIP Cordig i z
ol 00-00-00-00-00-00 <UP LOOPBAGK RUNNING MULTIGAST>
1270018
1680 1/84
» Tenegone 28
i 08-04-02-50-60-d5 <UP BROADCAST RUNNING MULTICAST>
192 168.0 1724
1680 sed 21f 1650 804564
»Port Configure IP Routes
»PoE WO - = %
PAdvasced Configue 121.00.1/32 127001 <UPHOST>
»Security Configure 240004 127001  <UpP>
»Q0S Configure L 11128 1 <UP HOST>

»Diagnostics
»Maintenance

The total

ARP Table
The total number of IPv4 neighbours is 1

Ad [ Link Addres

1080 B0d 281650'6005 VIAN1:08-6d-02-50-69-05 |

wmber of IPVG neighbours is 1

192 1680125 VLAN1 00-80-4c-78-94-18

3.2 IP Status
dHinformation & Status il
Mwstieomeiton DHCP Server Mode Configuration
1P Config Giobal Mode
[Mode | | Dsabied v |
VLAN Mode
_Delete | VLAN Range | Mode |
Add VIAN nge
S

3.3.1 DHCP Server Mode Configuration

VLAN Mode

Add VLAN Range
Name Description
Enable Enable or Disable VLAN range For DHCP
IVLAN Range

- Range must be greater than 1

Enable Range

Enable all ranges to be used — you can use all programmed ranges

Add VLAN Range

IAdd additions VLANSs- just make certain they are programmed

Finformation & Status
wNetwork Admin

DHCP Server Excluded IP Configuration
Excluded IP Address

_Delete | IP Range ]

Add IP Range

3.3.2 DHCP Server Excluded IP Configuration
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3.3.3 DHCP Pool

3.4 SNTP Configuration

3.4.1 NTP Configuration

3.5 Time Zone Information

Name Description

Enter IP Range |[Enter and IP range which will be allowed for DHCP. The range can consist of 1 more address

Delete This action deletes the range

IAdd IP Range [This adds a new IP Range

DHCP Server Pool Configuration

Pool Setting
Dislete . - . 1 days 0 hours 0 minutes

Add Now Pool

Save | Reset

3.3.3 DHCP Sever Pool Configuration

Name Description

Delete \Will Delete any entries
Name You can assign a name to pool
Type Network: This defines the IP addresses service by more than one DHCP client. Host: This

defines the service for a specific DHCP Client as defined by the client address or hardware
address. If this is not defined the display will show “-“.

IP This will display the number of the DHCP pool. If this is not defined the display will show “-“.
Subnet Mask

This displays the pool subnet mask. If this is not defined the display will show “-“.

Lease time

IAdd New Pool

The time the pool is active

Use to add additional pools

NTP (Network Time Protocol) is a protocol used to synchronize the time of each computer in the network. Its
purpose is to synchronize the clock of the computer to the world coordinates UTC, its accuracy can reach 0.1 ms in
the LAN and 1-50 MS in most places on the Internet.

The Time Zone function can be use as the NTP reference.
Click "Network Admin" > "SNTP", screen will show as:

Mode Enabled v
Server Address 192.168.0.125

Save | Reset

Name Description ‘

Enable [This enables the function

Server Address Input the address of an NTP server or of the main computer running
the VMS or other software

3.4.1 NTP Configuration Screen

Client can use time zone configuration to set system time zone offset (minutes), and Client can synchronize PC
Web browser time to the switch local time as well which can be used as the sole reference.
Click "Network Admin" > "System Time", screen will show as:

Timezone Information Configuration

System Timezone Offset (minutes) | 420

Date Format MM-DD-YYYY v|
UTC time 8/30/2023, 2.06 26 PM
Save | Reset
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3.5.1 Time Zone Information
Configuration

3.6 SNMP Configuration

3.6.1 SNMP System
Configuration

3.6.2 Trap Configuration

Name

Offset

System Time Zone

‘Description

the correct time and date displayed in functions such as Syslog- this setting must be correct

Set the time (-) or (+) as determined by your time zone relationship to UTC time. To have

Date Format

Select the date format that matches your country

Save

Select Save and confirm the correct time and date form appears

3.5.1 Time zone Information Configuration

Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of
management information between network devices. It is part of the Transmission Control Protocol/Internet
Protocol (TCP/IP) protocol suite. SNMP enables network administrators to manage network performance, find and
solve network problems, and plan for network growth.

This switch support SNMPv1, v2c. Different versions of SNMP provides different security level for management
stations and network devices.

In SNMP’s v1 and v2c, it uses the "Community String" for user authentication. That string is like password function.
SNMP application of remote user and SNMP of the Switch must use the same community string. SNMP packets of
any unauthorized sites will be ignored (discarded).

"Community String"

by default for switch’s SNMPv1 and v2c access management is:

1. public —allow authentication management station to read MIB objects.

Important Note: In order for your computer to receive SNMP messages it must have the MIB associated with the
switch protocol. For a simpler method of messaging use Syslog

SNMP System Configuration
Mode Enabled v
Version SNMP v2c v
Read Community | public
Write Community | prvate
Engine ID 80000Ta501 TIOO0001

Figure 3.6.1 SNMP System Configuration

Name

Enable/Disable

Description

IThis enables or disables the SNMP function

\Version

Select the version depending on the level of security required

Read Community

Indicates the type of community that will be able to read the SNMP messages — the
community will be dependent upon the SNMP Version

\Write Community

Indicates the type of community that will the SNMP will able to write to — the
community will be dependent upon the SNMP version

Engine ID This is applied to SNMPv3 — changing this will clear all original users
Trap Configuration
Global Settings
[Mode ] |Enabied <]
Trap Destination Configurations
Defete | Name [ Enable | Version | Destination Address | Destination Port |
SNMPTEST Enabled SNMPvZe 192.168.0.125 162 |
Add New Entry
Save || Reset |

3.6.2 Trap Configuration — Global Settings
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3.6.3 Community
Configuration

SNMP Trap Configuration

Trap Mode Disabled v
__Trap Version SNMP v2c v

Trap Community Public

Trap Destination Address

Trap Port 162

Trap Inform Mode Disabled v

Trap inform Timeout (seconds) | *

Trap Inform Retry Times 5

Trap Probe rity Engine ID

Trap Security Engine ID

Trap Security Name

SNMP Trap Event

System * L warm Stan Cold Start
Link up ® none C specific . all switches

Interface *Link down ™ none ) speafic all switches
LLDP ™ none specific all switches

Authentication | SNMP Authentication F el

Switch *Clgtp RMON

Save | Resat |

3.6.2 Programming the Trap Configuration — Global Settings

Name Description

[Trap Config Name

Enter a custom name for this trap no spaces

[Trap Mode

Select Disable/Enable

[Trap Version

Select the version based on security requirements and the ability to clients to receive the
selected version

[Trap Community

The Community can be public or private

[Trap Destination
IAddress

Enter the address of the SNMP Client- note the client must be running “trap” software that
can receive the messages — this includes a compatible MIB

[Trap Destination Port

ISNMP transmission is usually standard on Port 162 — however if you change the port number
make certain it is the same for the client

[Trap Inform Time out

[This is the amount of time the client must acknowledge a message receipt

[Trap inform retry
times

[The number of times a message can be sent prior to determining failure

ITrap Probe Security
Engine ID

[This function is active only with SNMPv3 indicating the trap probe security ID. Enable/Disable

[Trap Security Engine ID

[This function is active only with SNMPv3- one the Engine ID is enable this will indicate if it was
found

ITrap Security Name

[This informs the SNMP name using USM (User Security Model) defining the procedures used
for SNMP message security level

Save After save is selected screen will return to the Trap Destination Configuration for verification
of your settings
SNMPv3 Community Configuration
Delete | Community | Source IP | Source Mask
O public 0000 0.0.0.0
O private 0.000 0.0.0.0

| Add New Entry | | Save H Reset ‘

6.6.3 SNMPv3 Community Configuration
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3.6.4 User Configuration

3.6.5 Group Configuration

Name Description

Public Community

This setting is used for SNMPv3:

Enter the source address for the SNMP source.
Enter the Source Mask address for the SNMP Mask
Select Delete to Delete the information

Private Community

IThis setting is used for SNMPv3:

Enter the source address for the SNMP source.
Enter the Source Mask address for the SNMP Mask
Select Delete to Delete the information

IAdd New Entry

Select to add a new set and note the ASCII characters must be different and
range from 33-126

SNMPv3 User Configuration

User Security Authentication | Authentication | Privacy Privacy
Delete Engine ID i el Prolocol & d | Protocol | s
BOOOOTeS01TROG0001 dafaull_ussr Noduth, NoPriv Nane None Mone Nane
Delete | Auth, Priv v/ MD5 | DES~| |

| Add New Entry Save

Ressat

3.6.4 SNMP User Configuration: (the following applies only to SNMPv3)

Name Description

Delete [This selection the settings to delete
Engine ID IThe octet string in hexadecimal form that identities the Engine the octet belongs to
Username This names the entry; the string is 1-32 in ASCII characters from 33-126

Security Level

Programs the security mode No Authorization or Authorization with privacy or no privacy

lAuthentication
Protocol

This set Authentication. It can only set if the system level is not already determined

lAuthentication
Password

IThis setting is only value if MD5 authentication is active

Privacy Protocol

This selects as none, or DES (Data Encryption Standard) or AES (Advanced Encryption
Standard) — both are used to secure authentication from client and servers.

Privacy Password

IThis sets a user password for SNMPv3

SNMPv3 Group Configuration

| Delets | Security Madel | Security Name | Group Nama
O vi public defaull_ro_group
vi private defaull_rw_group
vZc public :Ie.f.a.L.lH._r.n__él_D.up
v2c private default_rw_group
usm deFaLlll__I:,iSe[ default_rw_group

Add New Entry Save || Reset

3.6.5 SNMPv3 Group Configuration

Name

Delete

Description

This selection the settings to delete - selection will delete and individual group

Security Model

IThis defines the SNMP type the programming will be defined for

Security Name

IThe name given to the security model the allowed string length is 1 to 32, and the
allowed content is ASCII characters from 33 to 126

iGroup Name

IThe given to the group. The allowed string length is 1 to 32, and the allowed content
is ASCII characters from 33 to 126
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3.6.6 View Configuration

3.6.7 SNMPv3 Access
Configuration

Users can set SNMPv3 Group function. Click "Network Admin" > "SNMP" > "Views”, then this screen will show as:

tinformation & Status
~Network Admin

3.6.6 View Configuration

Name

SNMPV3 View Configuration

Delete  View Name View Type OID Subtree

dofaull_viesr | iichuded v 1

Add New Entry Save  Reset

Descripti

Delete IThis selection the settings to delete - selection will delete and individual group

View Name IThis names the view the entry belongs to. The allowed string length is 1 to 32, and the
allowed content is ASCII characters from 33 to 126.

View type IThe choice is Included- with the ability the view subtree is include or Excluded- note if you
exclude you have an alternative programmed

OID This is the Object Identifier to identify the address of the connected device. The allowed

OID length is 1 to 128. The allowed string content is digital number or asterisk (*).

Then this screen will show as:

Mnformation & Status
wNetwork Admin

3.6.7 Access Configuration

Name

Delete

SNMPv3 Access Configuration

Delete  Group Name  Security Model Security Level Read View Name Write View Name
datault_ro_group any NoAuth, NoPriv dotault_view » None v
defaull_rw_group any NoAuth. NoPriv default_view v default_view »

Add New Enlry Save Resel

This selection the settings to delete - selection will delete and individual group

Group Name

Identifies the group name the entry will be tied to. The allowed string length is 1 to 32,
and the allowed content is ASCII characters from 33 to 126.

Security Model

Indicates the model the entry belongs to. It any Any, v1, v2c or USM which is a USER
based Security model

Security Level

This is defined as the authorization level, No Authorization- nor privacy/Authorization
with no privacy/Authorization with privacy

Read View Name

IThis defines the reading of the name of the MIB which is used. The allowed string length
is 1 to 32, and the allowed content is ASCII characters from 33 to 126.

\Write View Name

IThis is the MIB and can be used to request a new value. The allowed string length is 1 to
32, and the allowed content is ASCII characters from 33 to 126.
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3.7 RMON

3.7.1 RMON Statistics

3.7.2 RMON History
Configuration

3.7.3 RMON Alarm
Configuration

RMON stands for Remote Monitoring helping with network operations through the use of connected devices
labeled as monitors or probes — it is an extension of SNMP.

RMON Statistics Configuration

[Delete | 1D | Data Source |
| Deleta 1361212211 ol |
Add New Entry Save || Reset

3.7.1 Statistics

Name Description ‘
Delete This selection the settings to delete - selection will delete and individual group
ID Indicates the index of the entry. The range is from 1 to 65535.

Data Source

Indicates the port ID which wants to be monitored. If in stacking switch, the value must

ladd 1000000*(switch ID-1), for example, if the port is switching 3 port 5, the value
is 2000005.

RMON History Configuration

Add New Enlry Save

: T
| Delste | 1D | Data Source Interval Buckets ] e
| Delele || 1361212211 [v] 16800 50
Resat

3.7.2 history Configuration

Name Description ‘
Delete IThis selection the settings to delete - selection will delete and individual group
ID Indicates the index of the entry. The range is from 1 to 65535.

Data Source

Indicates the port ID which wants to be monitored. If in stacking switch, the value must
add 1000000*(switch ID-1), for example, if the port is switch 3 port 5, the value is 2000005

Interval Indicates the interval in seconds for sampling the history statistics data. The range is from 1
to 3600, default value is 1800 seconds
Buckets Indicates the maximum data entries associated this History control entry stored in RMON.

The range is from 1 to 3600, default value is 50

Buckets Granted

IThe number of data shall be saved in the RMON

RMON Alarm Configuration

o e Sample Startup Rizing Rising Falling Falling
oame | 2 | 4 | Type lm" | Alarm | Threshold Index Threshold Index
_Doloto 30 138121221 00| |Dafta U HisngUralling L L o 3

Add New Enry Sava | Resaf |

3.7.3 Alarm Configuration

Name Description

Delete This selection the settings to delete - selection will delete and individual group

ID Indicates the index of the entry. The range is from 1 to 65535.

Interval indicates the interval in seconds for sampling and comparing the rising and falling threshold. The
range is from greater than 1

\Variable Input the variable to be sampled

Sample Type Select the variable and calculating the variable that will compared against the Threshold:
IAbsolute= directly get the sample. Delta= Calculate the differences between samples- this is the
default

Value Static value of the last sampling period

Startup Alarm

IAssigns the method used to select the variable and calculate that value against the selected types

Rising Threshold

Rising threshold value (-2147483648-2147483647)

Rising Index

Rising event index (1-65535).

Railing Threshold

Number indicated as the top value

Falling index

Falling event index Falling event index (1-65535).




3.7.4 RMON Event RMON Event Configuration

Configuration }—“‘—""J—“’ L Dess [ _Tvpe | Community | Event Last Time
Dot || : pubic g

| Add Maw Entry Save || Resat

3.7.4 Event Configuration

Name Description

Delete IThis selection the settings to delete - selection will delete and individual group at the next save
ID Indicates the index of the entry. The range is from 1 to 65535.

Description Indicates this event, the string length is from 0 to 127, default is a null string.
Type This indicates the type of event that will included in the SNMP log

ICommunity Specify the community when trap is sent, the string length is from 0 to 127, default is "public".
Event Last Time Indicates the value of sysUpTime at the time this event entry last generated an event.

3.8 System Log Configuration
System Log Configuration

Server Mode Enabled |
Server Address | | 192 168.0.125
Syslog Level Informational v

Save || Resel

3.8 System Log Configuration

Description

Server Mode Disable/Enable: When enabled Syslog information will be transmitted to the assigned
address

Server Address Entry the server address that will receive syslog information

Syslog Level Select the Level that will be transmitted: informational/ Notice/Warning/Error- note only if
the selected error occurs will it be transmitted

3.8.1 Alarm Configuration

= -
Alarm Output 1 Enable

1
!
:

Description

Alarm Output Check the box will enable the physical alarm outputs in the event a programmed alarm
Enable 1,2 condition occurs — If an alarm is active — it will also be shown on the front panel LED. To
extinguish an active alarm condition, uncheck the box

lAlarm output test 1, [Check the box to test the alarm- the front panel LEDs will be active as will the will physical
2 alarm output. Uncheck to extinguish the test

Alarm Configuration

3.8.1 System Alarm Configuration
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Chapter 4: Port Configuration

Port Configuration
o] Ometen o | Fox | 08| 150M ] 13 | Enabl | Cur Frame Sise | Collsion Mode | Lengih Eneck
. - -] Be00/ b w | |
4.1 Ports - @ = = @ x x
2 s (-] a =Z o x x
3 [ a 1] -] m o X x
4 ~| @ ] B o x x
5 ~ B = /] ] [ b4 |
[ ~ @ =@ 5 u % x Ciscard » |
7 v x x
4 ~ x x ]
Name ‘Description
Description Enter the name for the port
Link Indicates link status- Red = Down, Green= Up
IConfigured Disable or set port speed. Auto or specific value. For Fiber ports 11 and 12 set the specific
speed as per the SFP used — note ports 11 and 12 will indicate speed based on inserted SPF
land the connection speed if not connected it will only display deflect 100Mbps-1G
IAdv Duplex Select either Full or Half Duplex both can be active
IAdv Speed IAll boxes must be checked that allow for connections at the selected speed each port can
operate at all speeds- note this setting applies only to the UTP ports
Flow Control [This regulates the data speed between two connected devices. If not in sync it can halt
transmission. As video cameras are UDP and most other devices are direct connections it
usually is not used.
Maximum Frame size [Standard data switches limit port speeds of 100Mbps to 1518bytes (non-jumbo frames).
[This setting allows for Jumbo frames at any wire port speed
Excessive Collision [This is determined by the number of collisions usually 16 when attempting to transmit a
Mode single frame
Frame Length check  [This checks for the frames that lengths are greater than 1500 bytes and shorter than 64
bytes It should not be used for Video applications
This is the function of combining ports to increase total bandwidth.
4.2 Aggregation Hash Code Contributors
Source MAC Address
Destination MAC Address
IP Address
TCP/UDP Port Number

4.2 Aggregation

Description

4.2.1 Hash Code Contributors
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4.2.2 Aggregation- Port
Members

4.2.3 Aggregation- LACP Port
configuration

4.3 Mirroring

4.3.1 Mirroring Configuration

4.3.2 Mirror Port
Configuration

Port Members
GroupID [1[2[3]4a]5]6]7]8
Nomal @ @ @ @ @ @ ® @
1 OO0 000000
2 OO0 OO0O000O0
3 OO0 000000
4 ONONONONCNONONS
4.2.2 Port Members
Name ‘Description
Group ID Normal= no aggregation.

Port Members

Numbers 1-6= Select the ports to aggregate and note that all selected ports must be full
duplex and must be operating at the same speed. Different ports should be used for
different groups and not mixed

Link Aggregation Control Protocol is the component that combines multiple Ethernet links into a single link

Name ‘Description ‘
Port Defines the Port number
LACP Enable Enables the LACP function
Key [This value defines the aggregation port speed. The range is 1-65535. Auto Setting= 10Mb =
1,100Mb =2,1Gb=3
Specific=sets a specific port speed (generally not used) — this will release the box to fill in
the value
Note: All ports in the same aggregated group must have the same port speed
Role IActive= LACP packets will be transmitted each second
Passive= LACP packets will be transmitted when received from the connected device
[Timeout Fast= LACP packets are transmitted each second
Slow= devices wait 30 seconds prior to transmitting LACP packets
Prior [This function assigns the port priority (1-65535) and determines which ports will be active

in the aggregation process based on transmission and port capacity. Those ports outside
the ability to transmit will be assigned as back up —the lower number assigned that higher
the priority

Mirroring copies packet transmission from one port or VLAN to another.

Mirror Configuration

[Port to mirror to | Disabled |

4.3.1 Mirroring Configuration

Port to Mirror

Select Disable or Enable

Mode

Port |

0 =~ O3 N & o R —

=F e

Disabled w
Disabled w
Disabled w

CPU |Disabled w

4.3.2 Mirror Port Configuration
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4.4 Link OAM

4.4.1 Link OAM Port
Configuration — Port Setting

4.4.2 Link OAM- Link Event
Port Settings

Name ‘Description

Port Indicates the port number

Mode Rx= only packets received on these ports are transmitted
ITx = only packets received on these ports are transmitted
Disable= no packets are transmitted

Enable = Received and Transmitted packets are mirrored

Operations, Administration, and Maintenance (OAM) monitors link operations and enables network connections in
the event of a failure.

Link OAM Port Configuration

Port | OAM Enabled | OAM Mode | Loopback Support | Link Monitor Support | MIB Retrieval Support | Loopback Operati
= - | <= ~ | [] O ]
1 [ | Passive » |
2 [ I_F' r
3 L [Passive v | [
4 ( | Passive w |
5 C -
] ( 3
I [ | Passive ~ |
8 = | Passive ~ | 8 O 2

4.4.1 Link OAM Port Configuration — Port Setting

Name ‘Description

Port Indicates the port number
OAM Enable Enables the port for the programming that follows
OAM Mode IActive Mode=system automatically looks at the exchange of information expecting

responses- all connections must be active.

Passive Mode= status is not done and must be conducted by an external source.
Loopback support \When active the system monitors localized faults and link performance

Link Monitor Support [When active the port supports event notification including diagnostic information.

MIB Retrieval Support [If the required MIB is included the system will poll the links for its contents

Loopback Operations |If enabled the port will conduct a loopback operation

Link Event Configuration for Port 1 Port1 v
Event Name | Error Window [ Error Threshold

Error Frame Event 1
Symbol Period Ermor Event |1
Seconds Summary Evend B0 1

4.4.2 Link OAM- Link Event Port Settings

Name ‘Description ‘
Port Use the drop-down menu to select the port
Event Name IThe Event name is fixed.

Error Frame Event = counts the number of error fames (example defined errors
such as CRC) during over a specified time period- the setting is in seconds 1-60
Symbol Period Error Event = counts the number of symbol errors (undefined
lerrors) during over a specific time period — the setting is in seconds 1-60
Seconds Summary Event -Indicates if the number of errors is greater than the
specified number

Error Threshold Represents the time period in 1 second for link events. The setting range is 0
(default) to 4294967295. Note the Summary Event limit is 42949

As wiring resistance increases port temperature increases. Operator can set limits to reflect any increase as a
warning or at level near the failure port.
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4.5 Thermal Protection

4.5.1 Temperature setting for
Groups.

4.6 Green Ethernet

4.6.1 Green Ethernet — Port
Configuration

Temperature settings for groups

4.5.1 Temperature setting for groups — the setting applies to each group.

Name Description

Group Notes each of the 4 groups

[Temperature Settings range from 0-115C over 115C will trigger a pop up warning
Look for the actual operating temperature in Information and Status setting as a reference

Green Ethernet monitors the port for activity. If no activity is senses, it reduces power. It is not generally not
recommended for security networking applications as powering down can disable PoE disabling the connected
device. This setting does not apply to fiber connections.

Drop Down Select Notes the individual that the setting will apply to:
Latency= time duration between sensing power
Power= power level drops

OQ0do
000
000
10O
100
000
100
100
000
000

O
]
]
]
]

[ T s 1 T R e I

4.6.1 Green Ethernet, Port Configuration.

Name Description

Port Indicates port number where settings are applied
ActiPHY \When active the power of a port will be lower (disabled) if no connection is detected.
EEE Energy Efficient Ethernet detects the amount of transmission and depending on the Power

Latency setting will determine if the port is idle and power is reduced.

EEE Urgent Queues IThe setting 1-8 will indicate how quickly individual frames are detected. If not set the
system will wait for a burst of frames
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4.7 DDMI Configuration

4.7.1 DDMI Overview

4.7.2 Power Over Ethernet
Configuration

DDMI stands for Digital Dynamic Management Interface. In order to operate the SFP you use must include DDMI

firmware (all Vigitron SFPs do) and the network switch you use must be able to read DDMI (Vigitron enterprise
switches do)

DDMI Configuration

[Mode | Enabled v]

Save | Reset

Description

Enable/Disable Enables/Disable DDMI reading. If disabled SFP DDMI will not operate

DDMI Overview

Port [ Vendor [ Part Number | Serial Number | Revision | Data Code | Transceiver
7 Vigitron Vi01310mmA-H CIB210105193 2021-01-05 100BASE_LX
8 Vigitron Vi01310sm2.5-H CIB210406249 2021-04-06 2G5

4.7.1 DDMI Overview.

Description

DDMI Overview Select Network Admin>DDM>DDM Overview

Transceiver Information

Vendor Vigitron
Part Number | Vi01310mmA-H
Serial Number | CIB210105153

Port 11 v Auto-ref

Data 2021-01-05
100BASE_LX

| Tomporature(G) |
 Voltage(V) ____
| Tx Bins(mA) __|
Tx Power(dBm) | -12.67 7.00 -8.00 -15.00 -16.00
Rx Powsr{dBm) | -10.00 -5.00 -6.00 -32.22 -33.01

This operation sets the power available per port.

Power Over Ethernet Configuration

Reserved Power determined by | & auto ) Manual
Power Manag Mode ® Actual Cor tion ) Reserved Power

4.7.2 Power Over Ethernet Configuration.

Name Description

Reserved Power /Auto: = automatic sensing of the connected device
Determined by

Manual- The value entered

Power Management Mode |Actual Consumption= the total power consumed
Reserve power= the amount of power remaining after the amount of power

used is determined
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Chapter 5: PoE

PoE Power Supply Configuration
5 PoE Power Supply
Configuration
Description
Primary Power Supply(W) [Enter the value of the power supply- this is a manual entry and
determines the rest of the settings.
PoE Port Configuration
X . Port | PoE Mode Priori Maximum Power Description
5.1 PoE Port Configuration | | | ty | W | pti
X e ~ ‘ ‘<> ~ | 30
Setting 1 [PoE+ ~ | [Low +| 30
2 [PoE+ v | [Low | 30
3 [PoE+ v | [Low v 320
4 [PoE+ v | [Low v 30
5 [PoE+ v~ | [Low v| a0
6 PoE+ v | [Low v a0
5.1. PoE Port Configuration.
Name Description
Port Identifies the port number
PoE Mode [There are 4 settings:
Disabled= No PoE is provided to the port
PoE= Provides power to 15.4W=802.3af
PoE+ Provides power to 30W=802.3at
PoE++ Provides power to 90W 802.3bt
Manual Provides the ability to enter a specific POE amount and power most no standard PoE
modes
Priority Low= Lowest PoE priority. PoE will be provide only after all other mode requirements are met
High= Power is provided over Low Critical= PoE is provided to these ports first
Maximum Power Set a maximum level equal or greater than the value required by the connect device. If you are
using the Manual mode with devices requiring more than 30W — set the level to 90W — only
the amount of power needed by the connected device will be used regardless of the setting
Description Enter any information regarding the connected device
5.2 PoE Auto Check Auto checking monitors the connection link. In the event a link is lost it will automatically attempt to apply PoE and

reconnect. If the attempt fails 3 times the link will be dropped

PoE Auto-Check Configuration
Port | Enable | Test Interval(Min)

. |f-.>.~v

J

%]
<

e

Do Wk

a
<

5.2. PoE Auto Check.

Name Description

Port Identifies the port

Enable Enables the auto-checking feature for the port

[Test Interval All PoE devices have different times to recognize PoE and power up. The range is 2-
10 seconds and must be set to allow the connected device to properly power up
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. This setting will turn PoE on and off at the scheduled times. The Start time indicates when PoE is turned ON, the
5.3 PoE Scheduling AN . ) ) ) :
end time is when PoE is turned OFF. To operate this the TimeZone function must be programmed. In the following
example only, Monday is shown- all days are available in the actual programming.

Monday
Port ™ Stat | End
* [ v] |<> v]
1 |disabledv| |disabledv|
2 [reset v| [03:30 v|
3 [07:00 v| [07:30 v
4 08:00 ~| 0830 |
5 |disabledv| |disabledv|
6 | disabledv| |disabledv|

5.3. PoE Scheduling.

Name Description

Port Identifies the port number
Day Day is displayed and programming for that day follows
Start Disable=no time is programmed — function is turned off

Reset = PoE will reset that at the time indicated in the End Colum

[Time program= start time for PoE is turned ON

End Disable=no time programmed — function is turned off

Reset= the time programmed in this column indicates when PoE is reset
[Time program= End time when PoE is turned Off

Power over Ethernet Status is a checking function based on the previous programming and is used to confirm if the
connected device is properly powered based on proper programming.

5.4 Power Over Ethernet

Status Power Over Ethernet Status

Local Port | Des: on | PD class | Power Requested PMAIImhd Power Used | Current Used | Pri rature | Port Status

1 3 154 W) .4 W] 4[W) 74 [mA Low 74 [C] PoE tumed ON
| 2 0 0w 0w 0 [W) 0 [mA] Low 74 |C] PoE tumed CFF|
| ] 0 W) 0w 0w 0 [maj Lowy 74 |C) PoE tumed OFF|
| 4 ] oW oW 0[] 0 [mAl Low 74[C] PoE tumed OFF]
5 0 0w o o [W] 0 [ma] Low 73[C] PoE tumsd OFF]
| f ] 0 (w) 0w 0w 0 [maA] Low 73(C) Fof tumed CFF]

Total 154 W] 15.4 W] 4[] 72 [mA]

5.3. PoE Over Ethernet Status.

Name Description

Port Identifies the port number

Description Shows the name as manually entered

PD Class Shows the PD class of the connected device

Power Requested Shows the PoE power as requested by the connected device

Power allocated Show the power allocated by the connected device. This value should be equal or greater

ithan the power allocated

Power Used Reflects the actual power used. PoE devices may have different power usage at different
time depending on their activity

Current used Reflects the actual current used.
Priority Based on the programming
Temperature Shows the actual temperature of the port which is used to determine shorts or high

resistance- if the temperature is close to the limit of 115C please check your system

Port Status [This is the final check that confirms if the Port PoE power is actually powering the
connected device.
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6 MAC Table Aging
Configuration

6.1 MACTable Learning

6.1.1 MAC Table
Configuration

6.2 Global VLAN
Configuration

Chapter 6: Advanced Configuration

Aging Configuration

Disable Automatic Aging | [ |

Aging Time

300 seconds

6 MAC Table Aging Configuration

2
o
3
)

Disable Automatic Aging

Description

Setting Check box on

IAging Time

Duration 10-1000000 seconds defines when Dynamic entries are removed
from the MAC table

MAC Table Learning
Port Members
1[2]3]4]5][6]7]8
Auto @ @ @ @ @ @ @ ®
Disable O O O O O O O O
Secure O O O O O O O O
6.1 MAC Table Learning
Name Description ‘
Auto /Automatically learns when a frame with unknow SMAC (Simple Medium
lAccess Control) is received — only active in star configurations
Disable No port learning is done
Secure Only Static MAC entries are learned others are dropped

Static MAC Table Configuration

Port Members

Delete | VLAN ID | MAC Address |1]2|34[5]6]7[8

| Add New Static Entry

6.1.1 MAC Table Configuration.

Name Description ‘
Delete Check to active Delete — information will be deleted

\VLAN ID Enter the number of the VLAN

MAC Address Enter the MAC address of the VLAN — this will be entry point

Port Members

Check the port members to be included

Allowed Access VLANs

1

Ethertype for Custom S-ports | S8A8

6.2 Global VLAN Configuration.

Allowed Access VLANs

Input the VLAN number. Default is 1. You can enter multiple numbers
separated by commons.

Ether type for
ICustom S-Ports

Set S-Port identification for all ports that are S-Port
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6.2.1 Port VLAN
Configuration

6.3 VLAN Translation

Port Ingress In ress Allowed Forbidden
Bt |__F"""°_I VLAN ‘  Porite ]mnrlng _ Asienine e 1?_g_g¥ng VLANSs VLANs
1 | 1| | o v < | = v 1
1 |Acessw| 1| 1
2 [Tmnk v 1] t jed and | Untag Fort VLAN~| [1-4005
3 Hybrid v 1| [C-Port v Tagged and Untagged v | Uniag Port VLANY| | 1-4005

6.2.1 Port VLAN Configuration.

Name Description ‘

Port Defines the port number

Mode Defines the Mode. There are 3 choices: Access is the universal choice. The default
\VLAN is 1. Both Tagged and Untagged frames can be transmitted. Trunk ports can be
members of multiple VLANs and tagging is allowed. Hybrid is like Trunk but allows for
customization of tags so frames within the VLAN can be controlled independently.

Port VLAN Defines the number of VLAN as programmed

Port Type Type will classify a priority to the transmission. C-Port can be considered as universal

default allowing the frame to assigned to VLAN port. S-Port- provides tagging on
Ingress and only those frames will be accepted. S-Custom- Port: This will treat C-Port
in the same manner as S-Ports

Ingress Filtering

Check this to allow for changing Ingress filtering, If Access and Trunk ports are active
other frames will be rejected — including frames not members of any assigned VLANs

Ingress Acceptance

[This is only active using a Hybrid setting and allows for both tagged and untagged ports

Ingress Tagging

IActive under Trunk and Hybrid: Untag Port VLAN separates untagged and other tag
frames

Allowed VLANS

Defines the number of VLANs 1-4095 the setting is assigned to

Forbidden VLANs
